
Social networking is a haven for marketers and 
collaboration between colleagues, but it can put 
at risk corporate information assets and 
reputation. Social networking platforms, such as 
Facebook, Twitter and LinkedIn, are becoming an 
integral part of people's personal and business 
worlds. This presentation explores the key risks 
associated with on-line social networking. It 
discusses how policies and technologies can aid 
at mitigating these risks, and how they can also 
fail at protecting your employees, data, and 
company. The presentation also addresses how 
to evaluate the risk of sharing too much 
information online with the value it brings to the 
business; is it worth the risk? 
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{ƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎΦ LǘΩǎ ƻƴ ŀ ƭƻǘ ƻŦ ǇŜƻǇƭŜΩǎ ƳƛƴŘǎΦ 
When I searched Google Trends for the phrase 
άǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎΣέ L ǎŀǿ ǘƘŜ ŎƘŀǊǘ ŘƛǎǇƭŀȅŜŘ ƻƴ 
this slide. The phrase was relatively uncommon in 
2004 and its use on the web skyrocketed by 2011. A 
lot of people are talking about it! 
 
http://www.google.com/trends?q=%22social+netw
orking%22 
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On-line social networking has changed how 
organizations interact with their customers. It has 
also drastically changed how individuals interact 
with each other. 
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Before we discuss the risks of social networking, 
ƭŜǘΩǎ ŦƛǊǎǘ ŀƎǊŜŜ ƻƴ ǿƘŀǘ ǘƘƛǎ ŀŎǘƛǾƛǘȅ ŜƴǘŀƛƭǎΦ LΩƭƭ 
begin with the definition of the term social 
network, which Wikipedia defines like this: 
 
ά! ǎƻŎƛŀƭ ƴŜǘǿƻǊƪ ƛǎ ŀ ǎƻŎƛŀƭ ǎǘǊǳŎǘǳǊŜ ƳŀŘŜ ǳǇ ƻŦ 
ƛƴŘƛǾƛŘǳŀƭǎ όƻǊ ƻǊƎŀƴƛȊŀǘƛƻƴǎύ ŎŀƭƭŜŘ ΨƴƻŘŜǎΩΣ ǿƘƛŎƘ 
are tied (connected) by one or more specific types 
of interdependency, such as friendship, kinship, 
common interest, financial exchange, dislike, sexual 
relationships, or relationships of beliefs, knowledge 
ƻǊ ǇǊŜǎǘƛƎŜΦέ 
 
This implies that the term social networking means 
navigating a social network. In other words, social 
networking is communicating while being mindful 
of relationships among people. 
 
For additional details regarding the definition of 
social networking, see 
http://blog.zeltser.com/post/1366016936/definitio
n-of-social-networking 
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Humans have been social networking for a long 
timeτǇǊƻōŀōƭȅ ŀǎ ƭƻƴƎ ŀǎ ǿŜΩǾŜ ōŜŜƴ ŀōƭŜ ǘƻ ǘŀƭƪ 
to each other. Eventually we learned how to write, 
and social networking incorporated the practice of 
sending letters and publishing articles. At some 
point we learned how to send text by telegraph and 
how to transmit voice by phone, and social 
networking took on additional forms. 
 
Were businesses as concerned about data security 
of social networking when each of these 
communications methods appeared? I suspect that 
because businesses relied less on data than they do 
now, there were fewer information security 
concerns 
 
Lƴ ǘƘŜ ƳƻǊŜ ǊŜŎŜƴǘ ǘƛƳŜǎ ǿŜΩǾŜ ōŜŜƴ ǳǎƛƴƎ ŜƳŀƛƭ ǘƻ 
social network with the help of computers. From 
the information security perspective, this turned 
out to be a big deal. Email has been an formidable 
threat vector through which attackers have been 
ǎƴŜŀƪƛƴƎ ƳŀƭǿŀǊŜ Ǉŀǎǘ ŎƻƳǇŀƴƛŜǎΩ ǇŜǊƛƳŜǘŜǊ 
defenses. The good news is that email has been 
around for a while, and the security tools and 
practices are relatively mature for curtailing email 
threats. 
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Social media, in the form of blogs and social 
networking sites such as Facebook and Twitter is 
ǘƘŜ ƳƻǊŜ ǊŜŎŜƴǘ ǇƘŜƴƻƳŜƴƻƴΦ !ǎ ǘƘŜ ǊŜǎǳƭǘΣ ǿŜΩǊŜ 
still trying to understand the risks associated with 
social networking practices. The technologies and 
approaches for dealing with the risks are relatively 
immature as well. This is partially why social 
network security is a big deal today. 
 
¢ƻŘŀȅΩǎ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǇƻǎǎŜǎǎŜǎ ǘǊŀƛǘǎ ǘƘŀǘ 
make it stand out from the earlier forms of social 
ƴŜǘǿƻǊƪƛƴƎΧ 
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This slide outlines some of the ways in which on-
line social networking differs from the way people 
have been interacting in the past. Any one of these 
characteristics might not be special, but together, 
they describe a platform that allows people to 
communicate in powerful, exciting, and sometimes 
risky ways. 
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As security professionals, we operate as part of an 
IT risk management ecosystem and are paid to be 
cautious. It is natural for us to worry about data 
controls. This is especially true when the 
technological and cultural forces that encourage 
data sharing are ahead of information protection 
tools and processes. 
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There are good reasons to be concerned about the 
risk associated with social media and social 
networking. To understand what can be done about 
ǘƘŜƳΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ to understand the role that 
social networking plays in business and personal 
livesτhow people and organizations use it. Only 
then can we hope to create security controls 
enable safer on-line social network activities, rather 
than those that hopelessly attempt to stop the tidal 
wave of this powerful communication medium. 
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LΩǾŜ ōŜŜƴ ǘƘƛƴƪƛƴƎ ŀōƻǳǘ ǘƘŜ ǾŀǊƛƻǳǎ Ǌƛǎƪǎ 
associated with social media and social networking. 
In my mind, the risks fall into two categories in a 
business setting: 
 
ÅRisks as the result of organizations using social 

media platforms for marketing campaigns. In this 
scenario, the organization interacts with 
consumers on social networking sites, such as 
Facebook and Twitter, rather that focusing on 
bringing consumers to the websites under the 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŘƛǊŜŎǘ ŎƻƴǘǊƻƭΦ ¢ƘŜ ōŀǘǘƭŜ ƛǎ ŦƻǳƎƘǘ 
on untrusted turf, if you will. This exposes the 
organization to several risks, including brand 
tarnishing, impersonation attacks, and the use of 
vulnerable IT infrastructure. 

 
ÅRisks as the result of end-users interacting 

through social networking sites. In this scenario, 
the users of social networks are at risks due to 
the link-sharing culture of such sites, whereby 
they may be targeted by malicious websites and 
may be social engineered into installing malware 
or into giving up sensitive data. The organizations 
are also at risk when the employees 
inadvertently leak proprietary, regulated or 
otherwise sensitive information. Related risks are 
situations where employees reveal personal data 
that can be used to attack the individuals or their 
employers. 
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If you have information security responsibilities, 
you need to think not only of how your employees 
interact with social networks as end-users, but also 
how your marketers use social media to interact 
with your customers. Your organization probably 
has a marketing team that is either planning to or is 
already using social media. 
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As an information security professional, you may be 
tasked with supporting the social media marketing 
efforts of your organization or of your clients. You 
need to understand how the organizationτusually 
its marketing departmentτis using social media 
before you attempt to identify and help mitigate 
the associated risks. 
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Social media campaigns allow the organization to 
interact with its customers on social networksτto 
go where the customers areτrather than bring the 
ŎǳǎǘƻƳŜǊǎ ǘƻ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƻǿƴ ǿŜōǎƛǘŜΦ ¢Ƙƛǎ 
is drastically different from the way marketing used 
to work a few years ago. As the result, the business 
processes associated with social media marketing 
are as new as the understanding of the risks tied to 
such on-line interactions. 
 
Incorporating social media into marketing 
campaigns provides organizations with 
opportunities for exposing the brand to customers, 
directly on social networks and by improving search 
engine rankings. 
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Another way in which organizations use social 
ƳŜŘƛŀ ƛǎ ōȅ ǘŀǇǇƛƴƎ ƛƴǘƻ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ǎƻŎƛŀƭ 
network to customize content or other aspects of 
ǘƘŜ ǇŜǊǎƻƴΩǎ ōǊƻǿǎƛƴƎ ŜȄǇŜǊƛŜƴŎŜΦ CƻǊ ƛƴǎǘŀƴŎŜΣ 
when you visit CNN.com, website might present 
you with CNN-related activities from your Facebook 
social network. Now ȅƻǳΩǊŜ ƴƻǘ ƳŜǊŜƭȅ ǊŜŀŘƛƴƎ ǘƘŜ 
ƴŜǿǎ ǘƘŀǘ /bbΩǎ ŜŘƛǘƻǊǎ ǘƘƻǳƎƘǘ ȅƻǳ ƳƛƎƘǘ ƭƛƪŜτ
instead, you are interacting with content that is 
directly relevant to you. 
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A good starting point for learning about the role 
that social media and social networking plays in 
marketing is the 2010 Social Media Marketing 
Industry Report. 
(http:// www.socialmediaexaminer.com/social-
media-marketing-industry-report-2010) 
 
The research data, presented in the report, 
supports the following point: Most marketers are 
new to the world of social media and are still trying 
to figure out how to best use it. Many are also 
looking for ways to measure the Return on 
Investment (ROI) of social media campaigns. 
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¸ƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƳŀǊƪŜǘŜǊǎ Ƴŀȅ ŎƘŀƴƎŜ ǘŀŎǘƛŎǎ 
quickly, trying campaigns and abandoning 
ŀǇǇǊƻŀŎƘŜǎ ǘƘŀǘ ŘƻƴΩǘ ǎŜŜƳ ǘƻ ǿƻǊƪΦ LƴŦƻǊƳŀǘƛƻƴ 
security personnel needs to be prepared to handle 
fast-changing infrastructure requirements that 
might drive these short-lived campaigns. 
 
Also, watch out for satellite web servers: Social 
media marketing campaigns are likely to be fast-
conceived. In addition to making use of social 
networking sites, they may need to set up landing 
pages on satellite web servers. If your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ L¢ ŘŜǇŀǊǘƳŜƴǘ Ŏŀƴƴƻǘ ǎŜǘ ǳǇ ǘƘŜǎŜ 
servers quickly, marketers might take it upon 
themselves to provision the websites elsewhere. 
The satellite servers outside of your control, if 
compromised, will adversely affect your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ ōȅ ƭŜŀƪƛƴƎ ŘŀǘŀΣ 
undermining good will, weakening compliance 
efforts, and so on. 
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Marketers who conduct social media marketing 
campaigns need to have access to social 
networking sites, such as Facebook, Twitter and 
LinkedIn. According to the 2010 Social Media 
Marketing Industry wŜǇƻǊǘΣ ƛǘΩǎ ƴƻǘ ǳƴŎƻƳƳƻƴ ŦƻǊ 
marketers with social media experience to spend 
10 hours per week on social media efforts. 
 
Organizations who restrict access to social 
networking sites will probably need to create 
exceptions for designated marketing personnel. As 
the result, marketers may be at a greater risk of 
being attacked through social networks (e.g., 
phishing, data leakage, malicious links, etc.). 
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Organizations might be impersonated by attackers on 
ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎ ǘƻ ǘŀǊƎŜǘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴǎΩ 
customers. A fraudulent marketing campaign on a 
social networking site might look like it is conducted 
by the organization, but it might actually be led by 
someone else. In the style of phishing, impersonation 
ƛƴŎƛŘŜƴǘǎ Ǉǳǘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎǳǎǘƻƳŜǊǎΩ Řŀǘŀ ŀǘ 
ǊƛǎƪΣ ŀƴŘ Ƴŀȅ ǘŀǊƴƛǎƘ ǘƘŜ ŦƛǊƳΩǎ ǊŜǇǳǘŀǘƛƻƴΦ !ǎ ŦŀǊ ŀǎ L 
can tell, these Twitter accounts are fake: 
 
ÅBPGlobalPR: Set up during the gulf oil spill in 2010 

to satirize and criticize the situation. Around 
175,000 followers. While the official BP account 
BP_America has around 26,000 followers. 
ÅChuckNorris_: Around 24,000 followers. Spreads 
ǘƘŜ ƘǳƳƻǊƻǳǎ ƳŜƳŜ ŀōƻǳǘ /ƘǳŎƪ bƻǊǊƛǎΩ ǎǳǇŜǊ 
powers. 
ÅGapLogo: Around 4,500 followers. Set up in 2010 

when Gap attempted to change its logo design to 
satirize and critique the new logo. 

 
For more thoughts about on-line brand impersonation 
activities and risks see 
http://isc.sans.edu/diary.html?storyid=9952 
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Some organizations allow the their customers to 
authenticate to their favorite social networking site, 
and use that identity to access personalized content 
ƻƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƻǿƴ ǿŜōǎƛǘŜΦ CŀŎŜōƻƻƪ ŦƻǊ 
Websites is one platform that delivers such 
ŎŀǇŀōƛƭƛǘƛŜǎΤ ƛǘ ǿŀǎ ŘŜǎƛƎƴŜŘ ǘƻ άƳŀƪŜ ȅƻǳǊ ǿŜōǎƛǘŜ 
ƳƻǊŜ ǇŜǊǎƻƴŀƭƛȊŜŘ ŀƴŘ ǎƻŎƛŀƭΦέ 
(http://developers.facebook.com/docs/guides/web)  
 
hƴ ǘƘŜ ƻƴŜ ƘŀƴŘΣ ƛǘΩǎ ŀǘǘǊŀŎǘƛǾŜ ƴƻǘ ǘƻ ƘŀǾŜ ǘƻ ǿƻǊǊȅ 
about properly implementing authentication and 
about storing logon credentials. On the other hand, 
organizations lose control over authentication when 
relying on identity attestation provided by a third 
party, such as Facebook. 
 
CƻǊ ŘŜǘŀƛƭǎ ŀōƻǳǘ ά{ƛƎƴ-ƛƴ ǿƛǘƘ ¢ǿƛǘǘŜǊΣέ ǿƘƛŎƘ ŀƭǎƻ 
offer an opportunity for sites to delegate 
authentication, see 
http://hueniverse.com/2009/04/introducing-sign-
in-with-twitter -oauth-style-connect. 
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If your organization has a website that delegates 
authentication to a social networking platform, 
keep in mind that not all social networks apply the 
same rigor to protecting and authenticating user 
accounts. As the result, you might consider some 
ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜǎΩ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǘǘŜǎǘŀǘƛƻƴ 
ƳƻǊŜ ǊŜƭƛŀōƭŜ ǘƘŀƴ ƻǘƘŜǊǎΩΦΦΦ 
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