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Social networking is a haven for marketers and
collaboration between colleagues, but it can put
at risk corporate information assets and
reputation. Social networking platforms, such as
Facebook, Twitter and LinkedIn, are becoming an
integral part of people's personal and business
worlds. This presentation explores tHey risks
associated with o#ine social networkingit
discusses howolicies and technologies can aid
at mitigating these risks, and how they can also
fail at protecting your employees, data, and
company.The presentation also addresses how
to evaluate the risk of sharingo much
information online with the value it brings to the
business; is it worth the rigk
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When | searched Google Trends for the phrase
GazOAlt YySGg2NlAy3IZE L al
this slide. The phrase was relatively uncommon in
2004 and its use on the web skyrocketed2011 A

lot of people are talking about it!

On-line social networking has
taken the world by storm.

http://www.google.com/trends?q=%?22social+netw
orking%22
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Ontline social networking has changed how
organizations interact with their customers. It has
also drastically changed how individuals interact

. . with each other.
It changed how organizations

interact with consumers

and how individuals interact with
each other.
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Social networking is:

communicating while being mindful of
relationships among people.
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Before we discuss the risks of social networking,

f SiQa FANERG F3INBS 2y 6K
begin with the definition of the ternsocial

network, which Wikipedia defines like this:

G! a20AFLft ySGg2N] Aa |
AYRAGARdzZE €& 02NJ 2NBF YAl
are tied (connected) by one or more specific types
of interdependency, such as friendship, kinship,
common interest, financial exchange, dislike, sexual
relationships, or relationships of beliefs, knowledge
2NJ LINBadA3ISde

This implies that the term social networking means
navigating a social network. In other wordscial
networking is communicating while being mindful
of relationships among people

For additional details regarding the definition of
social networking, see
http://blog.zeltser.com/post/1366016936/definitio

n-of-sociathetworking
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Turns out, we’ve been social
networking for a while.
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Humans have been social networking for a long )
tmet LIN2OlFote a t2y3 Ia ¢
to each other. Eventually we learned how to write,
and social networking incorporated the practice of
sending letters and publishing articles. At some
point we learned how to send text by telegraph and
how to transmit voice by phone, and social
networking took on additional forms.

Were businesses as concerned about data security
of social networking when each of these
communications methods appeared? | suspect that
because businesses relied less on data than they do
now, there were fewer information security

concerns

LY GKS Y2NB NBOSyYyid dGAYSa
social network with the help of computers. From

the information security perspective, this turned

out to be a big deal. Email has been an formidable
threat vector through which attackers have been
Ay SFE{AY3 YIFEglFNB LI ad O2°
defenses. The good news is that email has been
around for a while, and the security tools and
practices are relatively mature for curtailing email
threats.



Social media, in the form of blogs and social
networking sites such as Facebook and Twitter is
0KS Y2NB NBOSYlU LKSYy2YSy:
‘ T still trying to understand the risks associated with

Yet, something is different about social networking practices. The technologies and

modern on-line social networking, approaches for dealing with the risks are relatively
immature as well. This is partially why social

network security is a big deal today.

C2RIF28Q3 &20ALf ySis2NLAY:

\’ // - make it stand out from the earlier forms of social
r%_ﬁ{‘,%\\\\wé@// YySGig2N] Ay3aX
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Instant one-to-one and
group communications

Hard-to-control
channel (web)

Public archives
of messages

Real-time and
delayed conversations

All outbound
traffic

Rich media,
not just text

Strong and weak relationships

Accessible on the
move (mobile)
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This slide outlines some of the ways in which on
line social networking differs from the way people
have been interacting in the past. Any one of these
characteristics might not be special, but together,
they describe a platform that allows people to

communicate in powerful, exciting, and sometimes
risky ways.



Security professionals get nervous
about new communication
methods.
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Assecurity professionals, @voperate as part of an
IT risk management ecosystem and are paid to be
cautious. It is natural for us to worry about data
controls. This is especially true when the
technological and cultural forces that encourage
data sharing are ahead of information protection
tools and processes.



Let’s explore security implications of
social networks

and the role of social networks
in our business and personal lives.
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There are good reasons to be concerned about the
risk associated with social media and social
networking. To understand what can be done about
0 KSY3Z A Qaunderstardd thdole tiai

social networking plays in business and personal
livest how people and organizations use it. Only
then can we hope to create security controls
enable safer odine social network activities, rather
than those that hopelessly attempt to stop the tidal
wave of this powerful communication medium.



Two risk scenarios to consider:

Organizations using social media platforms for
marketing campaigns.

End-users interacting through social networking
sites.

Copyright 2012011 Lenny Zeltser

LO@S 0SSy (UKAY1Ay3 | o62dz
associated with social media and social networking.
In my mind, the risks fall into two categories in a
business setting:

A Risks as the result of organizatiamsing social
media platforms for marketing campaigris. this
scenario, the organization interacts with
consumers on social networking sites, such as
Facebook and Twitter, rather that focusing on
bringing consumers to the websites under the
2NBI YAl FGA2yQa RANBOG O3
on untrusted turf, if you will. This exposes the
organization to several risks, including brand
tarnishing, impersonation attacks, and the use of
vulnerable IT infrastructure

A Risks ashe result ofend-usersinteracting
throughsocial networking sitesn this scenario,
the users of social networks are at risks due to
the link-sharing culture of such sites, whereby
they may be targeted by malicious websites and
may be social engineered into installing malware
or into giving up sensitive data. The organizations
are also at risk when the employees
inadvertently leak proprietary, regulated or
otherwise sensitive information. Related risks are
situations where employees reveal personal data
that can be used to attack the individuals or their
employers

10



Organizations are embracing social
media as a venue for marketing
campaigns.

socitl blog? pickures
wiki® wkervet forulv?
video e/ GO ) 2y vitivg
MO
microblogeVo e
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If you have information security responsibilities,
you need tathink not only of how your employees
interact with social networks as engsers, but also
how your marketers use social media to interact
with your customers. Youwrganization probably

has a marketing team that is either planning to or is
already using sociahedia.

11



You may be tasked with supporting
security of social media marketing
efforts.

Understand how marketers use
social media.
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As an information security professional, you may be
tasked with supporting the social media marketing
efforts of your organization or of your clients. You
need to understand howhe organizatiom usually

its marketing departmertt is usingsocial media
before you attempt to identify and helmitigate

the associated risks.
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Social media campaigns allow the organization to
interact with its customers on social networkso

go where the customers arerather than bring the
OdzaG2YSNER (2 GKS 2NHIFYATI
Reach consumers where they is drastically different from the way marketing used
hang out, rather than drive them to work a few years ago. As the result, the business

t ds th ’ bsit processes associated with social media marketing
Qwards the campany's website. are as new as the understanding of the risks tied to

such online interactions.

JetBlue Airways Incorporating social media into marketing

e ewwaes]  campaigns provides organizations with
opportunities forexposing the brand to customers,
directly on social networks and by improving search

© Fotow enginerankings.
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Personalize the user’s on-line
experience based on the person’s
social network.

‘} FACEBOOK SETTINGS Friends' activity on CNN Facebook settings

SN Courtney
P CNN Video

NikiLeak WikilLeaks 'reveals thousands of previously unknown deaths in
ALL FOLLOWED TOPICS ) Iraq'

Shark kills 20-year-old
Base

3 FrRiENDS' ACTIVITY

RECENTLY VIEWED
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Another way in which organizations use social
YSRAF A& o6& GFLIWAY3I Ayidz
network to customize content or other aspects of
iKS LISNA2YQa oNRgarAy3d SEI
when you visit CNN.comebsite might present

you with CNNrelated activities from your Facebook
social network. Nove 2 dzZQNB y 20 YSNFBf
ySga GKIFIG / bbQa SRATZ2NE |
instead, you are interacting with content that is

directly relevant to you.
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Most marketers are still trying to
figure out social media.

How to get the most out of it?
What'’s the ROI?
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A good starting point for learning about the role
that social media and social networking plays in
marketing is the 2010 Social Media Marketing
Industry Report

(http:// www.socialmediaexaminer.com/social
mediamarketingindustry-report-2010

The research data, presented in the report,
supports the following point: Most marketers are
new to the world of social media and are still trying
to figure out how to best use it. Many are also
looking for ways to measure the Return on
Investment (ROI) of social media campaigns.
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Be prepared for fast-changing
infrastructure requirements that
drive short-lived campaigns.

Watch out for “satellite” web
servers that spring up without IT
controls.
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quickly, trying campaigns and abandoning

I LILINR I OKS& GKIO R2y Qi &S
security personnel needs to be prepared to handle
fastchanging infrastructure requirements that

might drive these shotlived campaigns.

Also, watchout for satellite web servers: Social

media marketing campaigns are likely to be fast
conceived. In addition to making use of social
networking sites, they may need to set up landing
pages on satellite web servers. If your
2NHFYATFGA2Y Q& L¢ RSLI NI
servers quicklymarketersmight take it upon

themselves to provision the websites elsewhere.

The satellite servers outside of your control, if
compromised, will adversely affect your

2NHBHI YAT FGA2yQa aSOdzNRGe |
undermining good wilweakening compliance

efforts, and so on.
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Marketers who conduct social media marketing
campaigns need to have access to social
networking sites, such as Facebook, Twitter and

P K h LinkedIn. According tthe 2010 Social Media
rotect your marketers as they Marketing Industryw S LI2Z NI Z A G Qa y 21

interact with customers on social marketers with social media experience to spend
. . 10 hours per week on social media efforts.
networking sites.

Organizationsvho restrict access to social

They may be gra nted web access networ_king sites vv_iII probably nee_d to create
exceptions for designated marketing personnel. As

exceptions and are at risk. the result, marketers may be at a greater risk of

being attacked through social networks (e.g.,

phishing, data leakage, malicious links, etc

Copyright 2012011 Lenny Zeltser 17



Watch out for brand impersonation
activities on social networks.

BP Public Relations AN ;
bp @BPGIobalPR Gioa AN chucknorris_
% “' @chucknorris_ Chuck Norris
Gap Logo R ——

Gaf 22T

© Follow
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Organizations might be impersonated by attackers on
a20A1Lf YySOUg2NIAy3 araiasSa
customers. A fraudulent marketing campaign on a
social networking site might look like it is conducted

by the organization, but it might actually be led by
someone else. In the style of phishing, impersonation
AYOARSyYyGa Lizi GKS 2NBIF YA
NA&a1Z YR YIFe& OFNYyAakK (K
can tell, these Twitter accounts are fake:

A BPGlobalPRSet up during the gulf oil spill in 2010
to satirize and criticize the situation. Around
175,000followers. While the official BP account
BP_Americhas around6,000followers.

A ChuckNorris: Around24,000followers. Spreads
0KS KdzY2NRdza YSYS I 0 2dzi
powers.

A GapLogoAround 4,500 followers. Sep in 2010
when Gap attempted to change its logo design to
satirize anccritique the new logo.

For more thoughts about chine brand impersonation
activities and risks see
http://isc.sans.edu/diary.html?storyid=9952

18


http://twitter.com/
http://twitter.com/
http://twitter.com/
http://twitter.com/
http://twitter.com/
http://isc.sans.edu/diary.html?storyid=9952

Some sites allow users to login
with their social network identities.

Understand trust implications.

n v.facebook.com/login.php?
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Some organizations allow the their customers to
authenticate to their favorite social networking site,
and use that identity to access personalized content
2y GKS 2NHIFIYAT I GA2YyQa 24\
Websites is one platform that delivers such

OF LI 6 At AOASAT AdG 61 a RSa&;
Y2NB LI SNE2YIfAT SR yR a2
(http://developers.facebook.com/docs/quides/wéb

hy GKS 2yS KFEyYyRX AdQa | G
about properly implementing authentication and

about storing logon credentials. On the other hand,
organizations lose control over authentication when
relying on identity attestation provided by a third

party, such as Facebook.

C2NJ RSGL AfAay ooA20dkl  ¢og{ AAGTIYS N
offer an opportunity for sites to delegate
authentication, see
http://hueniverse.com/2009/04/introducinegign
in-with-twitter -oauth-style-connect
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If your organization has a website that delegates
authentication to a social networking platform,

keep in mind that not all social networks apply the
same rigor to protecting and authenticating user
accounts. As the result, you might consider some
a20A1f ySOUg2NIAy3d araiasag
Y2NBE NBtAFOoES GKIFY 2GKSNJ
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