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Social engineers influence victims
to perform actions desired by the
attacker.



As the result:

Outsider == Insider



What social engineering tactics
are being used?

Let’s look at examples, so we
can learn from them.



Alternative Channels



Notices in the “physical” world
invited victims to visit a

fraudulent website.



PARKING VIOLATION

This vehicle is in violation of

standard parking regulations.

To view pictures with information
about your parking preferences,

go to HORRIBLEPARKING.COM

http://j.mp/oRn3
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Phishing scam directed the target
to a phone number.



“Your card has been suspended
because we believe it was accessed
by a third party. Please press 1 now
to be transferred to our security
department.”

Customers of Liberty Bank of Boulder Creek, CA

Source: BankinfoSecurity http://j.mp/3GjOAA



USB keys were used as an
infection vector.



Action=0Open folder to view files
Icon=%systemroot%\system32\shell32.dll,4
Shellexecute=.\RECYCLER\S-5-3-42-28199...

o ey T == (Conficker)

| Removable Disk (G:)

["] Always do this for software and games:

Install or run program

Dpen folder to view files
} Publisher not spedified

General options

Dpen folder to view files
]' using Windows Explorer

.’hh Speed up my system
. :’*? using VWindows ReadyBoost

Set AutoPlay defaults in Control Panel

Source: Internet Storm Center http://j.mp/HGTgRX



“Real world” procedures were
used to place malicious ads on

Gawker sites.

A similar scam targeted the New
York Times and other media sites.

See http://j.mp/ljgYW]
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“We want to run a performance
campaign for Suzuki across your
network. Our budget to start is
| $25k+.|Campaign should be live by
thelend of the month.’

Source: Mediaite http://j.mp/HJO77c



Scammers called home users to
help disinfect their PCs.

They pretended to find malware
and clean it up; requested
payment and other details.



“i got a call off a onlinepcdoctors.com
and they said my pc was running
slower because of malcious [sic] files. i
let them take remote access of my
computer...”

Source: http://j.mp/HEWIleY
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ZeuS on a Windows PC asked
victims to install a security
program on their Android phones.



Due to the becoming more frequent internet fraud cases with text messages itis stroni
recommended to the customers owning mobile phones with Android O35 to install a sp
which will help to protect you from fraud.

Forthe software installation open the internet browser on the mobile and enter the follc
address:

hitp:/ (. com/tr.apk

When the installation is completed you'll see a new program called "Trusteer Rapport™
Application folder on your maobile. You need to start the program then enter the activatio
indicated there into the field below and press “Activate”.

Activation code: Activate

Source: Kaspersky http://j.mp/pN6p60



Personally-Relevant Messaging



Malware spread by localizing its
message (Waledac).

REUTERS

Powerful explosion burst in New York this morning.
At least 12 people have been killed and more than 40 wounded in a
bomb blast near market in New York. Authorities suggested that

explosion was caused by "dity" bomb. Police said the bomb was

See http://j.mp/IG10kH



Geolocation was similarly used in a
work-from-home scam.

Kelly Richards of Clifton, New Jersey is a
reqular mom who lost her job l1ast year, afier

dll LINSLCCE

kelly Richards of Portland, Oregon is a
reqular mom who lost her job last year, after

dil LINSLCCE:

kelly Richards of Roubaix, Nord-Pas-de-
Calais is a reqular mom who lost her job [ast
year, after an unsuccessful job hunt she

See http://j.mp/HGVHU9




Malware spoofed email from
trusted senders.



“Unfortunately we were not able
to deliver the postal package ...

Please print out the invoice copy
attached and collect the package at
our department.

[United Parcel Service of America}’

Source: Webroot http://j.mp/HHuUYVB



Malicious messages matched the
content the victim was used to

receiving.

The attachments targeted client-
side vulnerabilities.



rET\‘, H9 U \I = Meeting agenda - Message (HTML)

Message Add-Ins

—‘% —& —% x : i-} - 7 % ﬂ#Safe Lists = IJE v Y #3 Find

Relat
Reply Reply Forward || Delete Move to Create Other Block | Mot Junk Categorize Follow Mark as

to All Folder Rule Actions~ | Sender = Up~ Unread P-EEE““
Respond Actions Junk E-mail ! Cptions Fi Find
From: Alexis Moore [alexis.mo88@gmail.com] 5
To:
Cc
Subject: Meeting agenda

| Message | 7). Agenda.PDF (947 KB}

Hi evervone!

I hope evervone has been as busv as [ have reviewing our set of reference documents! With the meeting
approaching, we can maximize our productivity with evervone familiar with the various projects & activi
work effort.

here is anjagenda outline for the upcoming meeting| I look forward to seeing evervone there, and hope
uneventful

-Alexis

Source: Contagio




Hey

Neil, Ft’s Michelle here, it has been a long time huh ? how're you doing ? |

? Is everything ok there ? Hey, can you believe it! | got married to Brian ! Yes |
answer. You have changed your number, haven't you? Just give meyour curre

this mail. It's really a pity that we did not see you in our wedding. | wanted to

I'm sending you alfew pics taken in our wedding:

http://www.weddingphotos4u.net/Photos/Michelle/

Let’s keep in touch then.

[ove,

Michelle & Brian

Source: Brian Krebs http://j.mp/lagn3r



Attackers provided customer
service to appear legitimate.

Image Source: Symantec

&> LivelChat http://j.mp/HIOWGU

LiveSupport ©» Live Chat

Farm Srirth

but the SEP anbwvirus software after a3 scan shows nothing

More likely vour other anti-virus is outdated or simply incapable of datecting that particular vinis/malware item. We ha

anti-wirus solutions got blocked or modified by dangerous viruses and malware, resulting in them reporting no threats e
halp with our software activation, so that you could take full advantage of its virus and malware remaval capabilities,

Torm Srmith

Can [ get more nfarmation on the wruses on my system from somewhera?

¥You can follow the paths stated in the warning messages of our soft and zee that infected files really exist on your PC

Tarm Smirth



Fraudsters used Facebook chat for
the “stuck in London” scam.

m ~amin a huge mess

J_rnh nn!? E
‘ £

‘what's wrnng????

_am sorry i didn't inform you _

we stranded in London Uk_

_got mugged ata gun pnint.

CWHAT

F ) Y
‘are you ok?

£
E

- no.. all cash credit card and cell phones was stolen

. but luckily we still have our passport




Profile Spy claimed to track who
viewed victims’ Facebook profiles.

Sevim Friday afternoons: Find Out Who Has Been Viewing Your Facebook
Profile With Profile Spy!!! >>>> http://fbspys.info/

- Find Out Who Has Been Viewing Your Facebook Profile With Profile
o SpyMl = >>> http:/ /fbspys.info/

o fbspys.info

- Find Out Who Has Been Viewing Your Facebook Profile With Profile Spy!!!

== == http:/ffbspys.info

FB.Q_F_II;E,Sﬁ ttp: //fbspy /

—~— e e
U pas) | £ | http://profilespyer.com/ | B |+ | X |29 Google

"ﬂf‘ Favorites | @ Follow steps to Activate Profile Spy! | | ﬁ - * [ E@J * Page~
facebook Ho
[ News Feed Top News - Most Recent ()
What's on your mind? Sponsored
Track Your Invil

1)



Social Compliance



Malware spoofed product review
sites to legitimize a fake anti-virus
tool.



AntiVirus2010 % p
REVIEW DATE: 02.08.08 ‘ CHOICE '

4 Editor's Rating: T T T Y

v Reader Haling: g @@ @@

G Discuss Total posts: 53

L
A3/ Buy It Here: $40.05 - $69.905

By MNeil 1. Rubenking

Symantec continues to polish and enhance its flagship AntiVirus2010
suite. The 2008 edition adds full-scale password and identity
management, and its new BrowserDefender technology offers even
stronger defense against Web-based attacks. AntiVirus2010 now offers a

Source: Bleeping Computer




Social networks have been used to
spread malware (Koobface).



Home Profile Find People Settings Help Sign out

My home video :)
http://tinyurl.com/l4bslp

Abel Saavedra Amazing Video http://snimka31082009.com/youtuby

seefilm

-ﬂ Yesterday at 7:09am

snimka31082009.com
Source: snimka3 1082009, com




Source: Nick FitzGerald
http://j.mp/HEsg4l
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Malware dared victims to click the
link to get them hooked.

Then asked to copy and paste
JavaScript to spread on Facebook.



Source: AVG http://j.mp/pQDvIG
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Copy the code below, paste it into your browser's address har]am:l
press enter to load this video..PIZz wait 7-8 secs for processing!!!




Malware manipulated download
counters to appear popular
(Nugache).

Source: Dave Dittrich http://j.mp/ITKJs7



Most popular downloads Forlastweek

1. AVG Anti-Virus Free Edition

malicious programs.

Crowvwnloads

1,947,847

Protect your computer from viruses and

2. Avira AntiViir Personal - Free 1,143,291
Antivirus
. Avast Free Antivirus 1,051,029
4. Advanced SystemCare Free 715,108
5. Malwarebytes Anti-Malware §95,084
6. YouTube Downloader 596,517
7. WinRAR (32-bit) 382,111
. LimeWire 351,987
0. Orbit Downloader 340,659

This is a sample screenshot. It’s not
representative of the sites actually
manipulated by Nugache.

Mewest m Freeware

Dutlook Express

This e-mail client integrates fully
with your 3. It rivals many
commercial products and...
Freeware

Video5pirit Pro

VideoSpirit Pro is the most easily
used Video Converter/Editor
tools.

Shareware

Winl50

This tool lets you open an image
file, display the file tree and run
files from within the. ..
Shareware

IrfanView

This free image viewer and
converter supports an extensive
list of formats.

Freeware

FL Studio

This program lets you create
your own songs and audio
loops.

Demao



Money-mule recruiting sites looked
like sites of many other legitimate
companies.



24 Hour
Express Service

= ABOUT US #= CONMTALCT US # SERYICES = JOBS FOR YOU

Lets Work Together
To Achieve

I Latest News

w= [howvember 25, 2009

Welcome To Our Company

24 Hour Express Service company the competence of leading
consultants, spedalists and analysts in the sphere of
investment and strategic consulting. Project groups and a high-
qualified manager are assigned to each project. This method
guarantees individual approach to every dient, adeguate
understanding of his problems and in the meantime allows
solving a complete range of objectives settled. Competence in
business specifity of every dient ensures a high level of service
granted.

Job Opening!
Find details by visiting the "Jobs Faor You'
section of our website.  read more

Cur IT experts are working at creation of
increasingly convenient methods of money
processing and provide every our manager
woith evinnort and advice




Tl tiar B
gilike W 559 people like this.

A scam emphasized
the popularity of
the “work from
home” Kkit.

See http://j.mp/HGVHU9



Reliance on Security Mechanisms



Similar to the fake counterfeit
money-testing pen con.



“Security update” messages in
several forms convinced users to
download and install software.



Welcome to Video

Share your personal videos.
Upload and tag videos of you and your friends on
Facebook. Upload a new video

@ Flash Player upgrade required

You must download and install the latest version of the Adobe Flash
Player to view this content.

Record and send video messages.
Download Flash Use your webcam to record yourself in a video message.
Record a video message




Fake anti-virus tools confused the
user about the need for security.



Windows Internet Explorer

MOTICE: IF wour compuker is infected, wou could suffer daka loss, erratic PC behavior, PC freezes and crashes,
x.._f(.) Detect and remove viruses before they activate themselves on your PC ko prevent all these prablems.,

Do wau want ko inskall AntispywareMaster bo scan wour PC Far malsare now? (Recormmended)

9] 4 H Cancel ]

& There were errors during security settings restore!

=vstem has detected spyware infection! it is recommended to use
antizpywware tool to prevent data loss and privacy infarmation exposure

Click Ok 1o download antizpy ware tool

Ik

é Security
[ allow active content from CDs to run on my computer”

Allaw active content o rn in files on My Computer®
Allovy software o run ar install even if the signature iz inwvalid

Check, for publisher's certificate revocation
[] Check for zerver certificate revocation”

[ ] Check for signatures on downloaded programs

[] Do not save enciypted pages to disk
[ ] Empty Temporary Internet Files folder when browser iz closed
Enahble Integrated Windows Authentication™
Enable native =MLHT TP support
& Phishing Filter
(%) Dizable Phishing Filter

() Tum off automatic website checking
() Tum on automatic website checking
[]55L20




Victims sometimes even got to
choose their preferred rogue anti-
virus product.
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Malicious files were hosted behind
a CAPTCHA screen.

See http://j.mp/HGWTfJF



7/ Downloading: 1271323402 exe 0.1 MB

Please wait 54 seconds or click here to get a high speed

News Upload Premium Affiliate FAQ Contacts

N/ Downloading: 1271323402 exe 0.1 MB

or =y

Type the two words: = |
‘ ReCAPTCI o ‘ re (AP
(7]

Download the ﬁle|




Scammers associated their
“products” with trusted brands.



GO ngle Google Approved Pharmacy Directory

Health
Web Pages Viewing in Google PageRank order

Generic Kamagra 10 capsules x 100mg = $68.84. Bonus

pills. Mastercard and Visa

Kamagra (Generic) 30 capsules x 100mg = $195.98 Mo presaription
required, Confidentiality, Guaranteed Fast Worldwide Delivery, 24/7
customer service,

hitp: /www.bestdrugsite.com

Buy brand Kamaqra online

Get guality medication online, Brand Kamaagra delivered to your door
for 2 USD per pill.

http: / Swww. viagramedic.com /7product=kam aagra

Certified Canadian Pharmacy - kamagra

Our products it's Hight Quality Medications! Mo prescription needed. We



Attackers sighed malware with
certificates.

Some certs were stolen with
malware. Some were obtained
through identity theft.

See http://j.mp/9HbPLC



Certificate

General | Details | Certification Path |

*
i = Certificate Information

This certificate is intended for the following purpose{s):

*Ensures saftware came From software publisher
#Prokecks software From alteration after publication

* Refer to the certification autharity's skatement For details,

Issued bo:  C-Media Electronics Incorporation

Issued by: YeriSign Class 3 Code Signing 2009-2 C4

valid from 5/2/2009 to §/2/2012

Install CertiFin:aI:e...l [ Issuer Stakement ]

Source: Websense http://j.mp/ICjrsS



Malicious websites presented a
security warning to the users,
asking to download an update.



) Reported Attack Page! - Mozilla Firefox
File Edit \Wjew History  Bookmarks  Tools  Help

@ % C' N E |_1'] Rkbp: | nim———y g S el ey

2] Most visited

|_1‘| Reported Attack Page!

Some at 5 intentic :
compromised without the kn ge or permission of their owners.,

Download Updates!

The page at http:/Fiwleweas rr oy says:

e This web page has been blocked based on your security preferences,
Click "2k ko dovenload and install Firefoo secure updates,

| ok | [ cance

See http://j.mp/ITLj9¢g



So What?



Social engineering works.

It seems to tap into psychological
factors that are part of the human
nature.



Discuss recent social engineering
approaches with employees,
partners and customers.



Alternative Channels
Personally-Relevant Messaging
Social Compliance

Reliance on Security Mechanisms



Assume some social engineering
will work anyway.



Focus on... internal segmentation,
least privilege, need-to-know and
monitoring.



Lenny Zeltser

blog.zeltser.com
twitter.com/lennyzeltser
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