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Examine Static Properties

 General

 bulk_extractor

 signsrch

 ExifTool

 TrID

 Disitool

 Hash ID

 ssdeep

 7-Zip

 DroidLysis

 wxHexEditor

 pyew

 Hachoir

 zipdump.py

 StringSifter

 PE Files

 PEframe

 pedump

 ClamAV

 pev

 bearparser

 Manalyze

 PortEx

 pefile

 ELF Files  pyelftools

 Deobfuscation

 CyberChef

 XORSearch

 Balbuzard

 base64dump

 unXOR

 XORStrings

 ex_pe_xor

 brxor.py

 xortool

 NoMoreXOR

 XORBruteForcer

 unicode

 FLOSS

 strdeob.pl

 xor-kpa.py

 RATDecoders

 DC3-MWCP

 translate.py

 Statically Analyze Code

 General

 Vivisect

 objdump

 Ghidra

 Cutter

 BinNavi

 pyew

 Unpacking

 Bytehist

 UPX

 TrID

 ClamAV

 de4dot

 PE Files
 binee

 capa

 Java

 jd-gui

 JAD

 Java Cache IDX Parser

 Javassist

 CFR

 Procyon

 Android

 AndroGuard

 dex2jar

 apktool

 baksmali

 DroidLysis

 Python
 Decompyle++

 Pyinstaller Extractor

 Flash

 Flare

 Flasm

 xxxswf

 SWF Tools

 extract_swf

 swf_mastah

 Dynamically Reverse-Engineer 
 Code

 General
 radare2

 Wine

 Shellcode

 shellcode2exe.py

 shellcode2exe.bat

 libemu, sctest

 scdbg

 cut-bytes.py

 XORSearch

 InlineEgg-ng

 Scripts

 SpiderMonkey

 SpiderMonkey (Patched)

 Rhino Debugger

 objects.js

 JS Beautifier

 box-js

 PowerShell Core 

 ExtractScripts

 STPyV8

 ELF Files

 strace

 ltrace

 gdb

 edb

 Explore Network Interactions

 Monitoring

 Burp Suite Community Edition

 Network Miner Free Edition

 tcpick

 tcpdump

 Wireshark

 tshark

 ngrep

 tcpxtract

 mitmproxy

 tcpflow

 PolarProxy

 Services

 INetSim

 fakedns

 Nginx

 fakemail

 FakeNet-NG

 netcat

 inspire IRCd 3

 accept-all-ips

 Connecting

 netcat

 cURL

 wget

 thug

 Tor

 EPIC IRC Client

 Perform Memory Forensics

 bulk_extractor

 Volatility Framework 2.x

 Volatility 3.x

 linux_mem_diff_tool

 bulk_extractor

 RSAKeyFinder

 AESKeyFinder

 Investigate System Interactions

 Unhide

 Sysdig

 ProcDOT

 Analyze Documents

 General
 base64dump

 Tesseract OCR

 Microsoft Office

 officeparser

 XLMMacroDeobfuscator

 oletools

 libolecf

 oledump

 ViperMonkey

 SSView

 pcodedmp

 msoffice-crypt

 rtfdump

 zipdump.py

 PDF

 pdftk-java

 pdfobjflow

 pdfid

 pdf-parser

 peepdf

 Origami

 PDF X-Ray Lite

 swf_mastah

 qpdf

 pdfresurrect

 Email Messages
 emldump

 MSGConvert

 Gather and Analyze Data

 Automater

 virustotal-search

 virustotal-submit

 pdnstool

 ioc-parser

 ioc_writer

 Yara

 VirusTotalApi

 Viper

 ipwhois

 time-decode

 malwoverview

 DeXRAY

 Scalpel

 PyPDNS

 shodan

 nsrllookup

 View or Edit Files

 SciTE

 feh

 ImageMagick

 wxHexEditor

 VBinDiff

 Xpdf

 dos2unix

 Visual Studio Code

 General Utilities

 IBus

 Docker

 Wine

 Nautilus

 OpenSSH

 7-Zip

 cabextract

 PowerShell  Core

 myip

 PostgreSQL

 GNOME Calculator

 Firefox

 REMnux Installer

 cURL

 GNU Wget

 unrar-free

 Info-ZIP

 SQLite

 See REMnux.org
 for details.


