Pen Testing with Confidence:
Planning and Executing to Achieve the
Desired Results
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Pen tests have become

more popular.

Port State Service
22/tcp open ssh

Ho exact 0S matches fFor host

Nmap run completed —- 1 IP address (1 host up) scanned
B sshnuke 10.2.2.2 -rootpw="Z210N0101*"

Connecting to 18.2.2_2:ssh ... successful,

Attempting to exploit SSHv1 CRC32 ... successful.
Reseting root password teo “Z10NMO181".

System open: Access Level (9

# ssh 10.2.2.2 -1 root

root@18.2.2.2"'s password:

RRF-CONTROL> disable grid nodes 21 Jj
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Playing the role of an attacker is
- sometimes tricky for defenders.



Mishandled pen tests can be
hazardous to your career.
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Asking the right questions about
the pen test Is essential to success.



Q #1

Of all assessment
types, IS pen test the
one needed?



vulnerability assessment



security policy assessment



penetration test



What Is the scope of the test?

Q #2
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targets



depth



exclusions



What tests

should be
performed?

Q #3



denial of service



physical security



soclal engineering



war dialing



client-side attacks



o Metasploit Framework

use multisbrowser-mozilla_compareto
show targets

Exploit targets:
Id Mame

A Firefox € 1.8.5 Windows

set TARGET A
ARGET => @

set PAYLOAD windows~sshell_hind_tcp
PAYLOAD = windows./zhell_hind_tcp

set SRUHOST 192.168.868.133
SRUHOST => 192_168.8A.133
set LHOST 192.168.868.133

exploit
[#] Started bhind handler
[#]1 Using URL: http:--192.168.80.133:8888-ygPeAbY inZAh3Nhd6D0jin jLhNLr6ot ZaBks3HGF
I ZMHMIFHS
[#] Server started.
[#] Exploit running as background joh.




Q #4

Are non-commercial
tools OK to use?




core Impact

Immunity canvas

metasploit

standalone exploits

backtrack distribution



What Is the attacker's profile?




professional vs. amateur



attack of opportunity



Is the test back-box...
... Or white-box?

Q #6



path of least resistance



attack trees
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What are the time constraints?

Q #7



duration of the test



timing restrictions



How to handle
Issues that may
arise during the
test?

Q #8



targeted system crashed



sensitive data found



pen test contact form

Companv:

Primarv Contact

Name:

Title:

Office Ph:
Mobile Ph:
Pager:
Email:
Office Loc:
On Call Hrs:

Secondary Contact

Name:

Title:

Office Ph:
Mobile Ph:
Pager:
Email:
Office Loc:
On Call Hrs:

Tertiary Contact

Name:

Title:

Office Ph:
Mobile Ph:
Pager:
Email:
Office Loc:
On Call Hrs:




What to do with the
pen test’s results?

Q #9



The Internet Is
becoming less
forgiving of
security mistakes.




Well-planned, carefully-
orchestrated pen testing helps.
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Of all assessment types, Is pen test the
one needed?

What Is the scope of the test?

What tests should be performed?

Are non-commercial tools OK to use?

What Is the attacker's profile?
|s the test back-box or white-box?

What are the time constraints?
How to handle issues that may arise?
What to do with the pen test’s results?



Lenny Zeltser

InfoSec Practice Leader
Gemini Systems, LLC

lenny.zeltser@gemini-systems.com
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