Cybersecurity Incident Report Example

[This is a simplistic example of a cybersecurity incident report that uses the Cybersecurity and Privacy Incident Report Template and illustrates the concepts discussed Lenny Zeltser’s blog post How to Write Good Incident Response Reports. This sample report is based on the Report Template for Incident Response.]
What Happened and When?
	Who is the response coordinator for this incident?
	John Doe, Senior Cybersecurity Engineer

	What was the nature of the incident?
	Cryptomining malware detected on server SWDEV12

	When did the incident occur?
	May 4, 2024, 10:00 AM - 2:00 PM (EST)

	Which specific IT resources were at risk?
	Server SWDEV12, used for CI/CD

	What business processes were affected?
	R&D could not run unit tests on newly developed code.

	What is the severity or significance of the incident?
	The inability to run unit tests delayed the development process, impacting project timelines.

	Which third parties, such as vendors or customers (if any), were involved in or affected by the incident?
	None

	Did the incident result in the destruction or unauthorized disclosure or access of what might be considered personal data or personally identifiable information (PII)?
	No personal data was compromised.

	What might be the cybersecurity or privacy risks to the parties affected by the incident?
	Potential delay in project delivery and increased resource utilization.


What Was the Root Cause?
	What caused the incident?
	The attacker likely exploited the CVE-2023-38408 vulnerability in OpenSSH.

	How do we know?
	Analysis of server logs (available upon request) indicated this vulnerability.

	How confident are we in the assessment?
	Awaiting results of a detailed forensics investigation to validate this theory.

	What connections exist to past incidents, if any?
	OpenSSH was the cause of a similar incident two years ago.


What Was and Remains to Be Done?
	Identification: How was the problem detected?
	Detected by DevOps during routine monitoring.

	Containment: How were we able to limit the incident’s scope, including adverse effects on the affected data and systems?
	Affected server shut down within 24 hours.

	Eradication: What steps were taken to eliminate adversarial presence from the affected environment, protect the affected data, or minimize the risks to the affected parties?
	Restored server from backup and patched the vulnerability.

	Recovery: How and to what extent did we restore normal business operations or normal data processing activities?
	Normal operations resumed within 24 hours.


What Lessons Can Be Learned?
	How could the involvement of people help mitigate our future risks?
	Enhance training for on identifying and responding to malware.

	How might we adjust processes to prevent the problem or allow us to respond better?
	Automate patch management to prevent similar vulnerabilities.

	How might we use technology to enable us to improve?
	Implement advanced threat detection tools to identify such incidents earlier.


What Are the Remaining Action Items?
	Action
	Responsible Party
	Expected Start Date

	Enhance training malware infections.
	Training Team
	June 13, 2024

	Automate patch management
	IT Department
	July 1, 2024

	Implement threat detection tools
	Security Team
	August 1, 2024


About this Document
This sample cybersecurity and privacy incident report is based on the template originally developed at Axonius Inc. by Lenny Zeltser and Elisabetta Tiani with input from Daniel Trauner. It’s distributed according to the Creative Commons v4 “Attribution” License.
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