
My popular SANS Institute malware analysis 
course has helped IT administrators, security 
professionals, and malware specialists fight 
malicious code in their organizations. In this 
briefing, I introduce the process of reverse-
engineering malicious software. I cover 
behavioral and code analysis phases, to make 
this topic accessible even to individuals with a 
limited exposure to programming concepts. 
You'll learn the fundamentals and associated 
tools to get started with malware analysis.

Security incident responders benefit from 
knowing how to reverse-engineer malware, 
because this process helps in assessing the 
event's scope, severity, and repercussions. It also 
assists in containing the incident and in planning 
recovery steps. Those who perform forensic 
investigations also benefit from mastering this 
topic, because they learn how to understand key 
characteristic of malware present on 
compromised systems.
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How relevant malware has become in the context 
of computer intrusions! Almost every data breach 
announced publically, it seems, involves some form 
of malicious software, such as backdoors, trojans, 
network worms, exploits, and so on.

In this session, I will introduce you to the 
approaches for analyzing malware, so you can turn 
malicious executable inside out to understand 
their inner-workings.
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When such an intrusion occurs at your 
organization, will you be able to quickly assess the 
threat? Knowing how to analyze malware can help 
you understand the context of the incident, its 
severity and repercussions. It can help you plan 
ȅƻǳǊ ǊŜǎǇƻƴǎŜ ǘƻ Ŏƻƴǘŀƛƴ ǘƘŜ ƛƴŎƛŘŜƴǘΩǎ ǎŎƻǇŜ ŀƴŘΣ 
in some cases, understand what entities might be 
behind the intrusion.

Perhaps that is why the individuals who are 
looking to acquire malware analysis skills are no 
longer just anti-virus and threat researchers, but 
also system and network administrators, as well as 
general security professionals. More and more 
often, these individuals are being asked to 
understand the capabilities of malware that their 
organizations discover.

Copyright 2009-2010 Lenny Zeltser 3



Knowing how to analyze malware can bring an 
element of control into an otherwise chaotic 
environment that exists around a security incident. 
LǘΩǎ ŀƭǎƻ ŀ ŎǊƛǘƛŎŀƭ ŀǎǇŜŎǘ ƻŦ ƳƻŘŜǊƴ ŦƻǊŜƴǎƛŎ 
ŀƴŀƭȅǎƛǎ ŀŎǘƛƻƴǎΣ ōŜŎŀǳǎŜ ƛǘΩǎ ŀƭƭ ǘƻƻ ŦǊŜǉǳŜƴǘ ŦƻǊ 
investigators to discover malware on the 
compromised systems.
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The approach to reverse-engineering that has 
worked for many analysts involves two key phases: 
behavioral analysis and code analysis. During 
behavioral analysis, we examine how the specimen 
interacts with its environment. The code analysis 
ǇƘŀǎŜ ŀƭƭƻǿǎ ǳǎ ǘƻ ƭŜŀǊƴ ŀōƻǳǘ ǘƘŜ ǎǇŜŎƛƳŜƴΩǎ 
capabilities by examining the code from which the 
program is comprised.

¸ƻǳΩƭƭ ǎŜŜ ǘƘƛǎ ŀǇǇǊƻŀŎƘ ƛƴ ŀŎǘƛƻƴ ƛƴ ǘƘŜ ǳǇŎƻƳƛƴƎ 
slides.
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I find that the best way to learn malware analysis is 
by going through examples. The malicious 
ŜȄŜŎǳǘŀōƭŜ ŦǊƻƳ ǿƘƛŎƘ ǿŜΩƭƭ ƭŜŀǊƴ ƛƴ ǘƘƛǎ ǎŜǎǎƛƻƴ ƛǎ 
ŎŀǇǘǳǊŜŘ ƻƴ ǘƘƛǎ ǎƭƛŘŜΦ LǘΩǎ ŀ ǘǊƻƧŀƴ ŎƻǇȅ ƻŦ 
Windows Live Messengerτa fake instant 
messenger client that was being distributed to 
victims via email. Many such trojanshave the 
ŎŀǇŀōƛƭƛǘȅ ƻŦ ŎŀǇǘǳǊƛƴƎ ǘƘŜ ǾƛŎǘƛƳǎΩ ƭƻƎƻƴ 
ŎǊŜŘŜƴǘƛŀƭǎΣ ŀƴŘ Ƴŀȅ ƘŀǾŜ ƻǘƘŜǊ άǳƴŘƻŎǳƳŜƴǘŜŘέ 
features.

[ŜǘΩǎ ǎŜŜ ǿƘŀǘ ŎŀǇŀōƛƭƛǘƛŜǎ ŀǊŜ ōǳƛƭǘ ƛƴǘƻ ǘƘƛǎ 
malicious executable. As I lead you through the 
ŀƴŀƭȅǎƛǎΣ LΩƭƭ ƛƴǘǊƻŘǳŎŜ ǘƘŜ ǘƻƻƭǎ ŀƴŘ ǘŜŎƘƴƛǉǳŜǎ 
that will help with the reverse-engineering 
process.

Note that in this example, as with the majority of 
ƳŀƭƛŎƛƻǳǎ ƛƴŎƛŘŜƴǘǎ ȅƻǳΩƭƭ ǇǊƻōŀōƭȅ ŜƴŎƻǳƴǘŜǊΣ ǿŜΩƭƭ 
be examining a compiled Windows executable for 
which we have no source code.
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