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My popular SANS Institute malwar@nalysis
course has helped IT administrators, security
professionals, and malware specialists fight
malicious code in their organizations.this
briefing, | introduce the process of reverse
engineering malicious software. | cover
behavioral and code analysis phases, to make
this topic accessible even to individuals with a
limited exposure to programming concepts.
You'll learn the fundamentals and associated
tools to get started with malware analysis

Security incident responders benefit from
knowing how to reversengineer malware,
because this process helps in assessing the
event's scope, severity, and repercussions. It also
assists in containing the incident and in planning
recovery steps. Those who perform forensic
investigations also benefit fromastering this
topic, because they learn how to understand key
characteristic of malware present on
compromised systems.



Malicious software is
an integral component
of many breaches.
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How relevant malware has become in the context
of computer intrusions! Almost every data breach
announced publically, it seems, involves some form
of malicious software, such as backdoors, trojans,
network worms, exploits, and so on.

In this session, | will introduce you to the
approaches for analyzing malware, so you can turn
malicious executable inside out to understand

their innerworkings.



Organizations struggle
to understand malware
they encounter.
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When such an intrusion occurs at your

organization, will you be able to quickly assess the
threat? Knowing how to analyze malware can help
you understand the context of the incident, its
severity and repercussions. It can help you plan
@2dzNJ NBalLRyasS G2 O02yidl Ay
In some cases, understand what entities might be
behind the intrusion.

Perhaps that is why the individuals who are
looking to acquire malware analysis skills are no
longer just antivirus and threat researchers, but
also system and network administrators, as well as
general security professionals. More and more
often, these individuals are being asked to
understand the capabilities of malware that their
organizations discover.



Knowing how to analyze malware lets
you to take control of the incident.
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Knowing how to analyze malware can bring an
element of control into an otherwise chaotic
environment that exists around a security incident.
LiQa Fftaz2z I ONARGAOFE I &Ll
Fyrfteara OdAazyasx o6SOI dza
investigators to discover malware on the
compromised systems.



The reversing course covers
a practical approach to
analyzing the threat.

Behavioral
Analysis

Code
Analysis
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The approach to reversengineering that has

worked for many analysts involves two key phases:
behavioral analysis and code analysis. During
behavioral analysis, we examine how the specimen
interacts with its environment. The code analysis
LIKF&aS fft2¢6a dza (2 €SI Ny
capabilities by examining the code from which the
program is comprised.

, 2dzQf f aSS GKAA I LILINRI OK
slides.



Our challenge for this

H briefing: a trojan copy of
Windows Live Messenger
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| find that the best way to learn malware analysis is

by going through examples. The malicious
SESOdzit 6t S FTNRBY $6KAOK ¢S
Ol LJAdzZNBR 2y GKA&a af ARSO®
Windows Live Messengera fake instant

messenger client that was being distributed to

victims via email. Many sudtojans have the

OF LI oAfAGe 2F OF LI dzNR y 3

ONBRSYUAlLfas YR YIe& KI@
features.
[ SGQa &aSS gKIG OFLIoOoATAG

malicious executable. As | lead you through the
ylFfteaAras LQft AyaNRBRdIzOS
that will help with the reversengineering

process.

Note that in this example, as with the majority of

YIt AOA2dza AYOARSy(a &2dzxQ
be examining a compiled Windows executable for
which we have no source code.



. ' . | typically start examining a malicious executable
Behavioral analysis examines ypicaty S ng .

_ _ _ _ with behavioral analysis, because it comes more
interactions with the environment. easily to me than code analysis. If your strength is
in programming and x86 assembly, then you may

* Execute malware in an isolated laboratory _ _
prefer to start with the code analysis phase

system. !
o _ _ instead.
* Observe how it interacts with the file system,
registry, network. 2 KSy LISNF2NXAY3 08Kl @A 2N
* Interact with malware to learn more about it. to infect a laboratory system with the specimen.

CKSY 6SQft 20aSNWS K2g I
accesses the file system, the registry, and the
YSUg2N]l @ !'a S fSIENY |02
expectations of its runtime environment, we will
slightly adjust the laboratory infrastructure to

evoke additional behavior from the program. We
will also attempt to interact with the program to
discover additional characteristics it may exhibit.
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2 KSY LISNF2NXYAY3I YIEglNB |y

It’s convenient to virtualize the lab use virtualization software when setting up your lab.
] Such tools typically simulate the underlying hardware,
(VMware, Virtual PC, etc.). Fft2gAy3 82dz 62 NHzy Ydz A

machines simultaneously. For instance, you could use
Windows 7 as your base OS, while having a separate

3 REM Lo (Wincoms X2 Thmee Weamue instance of Windows XP running in another window,

— and a Linux instance running in another window.

File Edit View VM Team Windows Help

senle salk DE8e0 OEE &3

9F OK @ANXdzZ f YIOKAYS 0SKI @
TR : : systems, in that it has its own set of I/O peripherals,
1y Computerie S -~ RAM, network settings, and so on. All these aspects of

s R the virtual machine are, well, virtualized.
i The convenience of a virtualized lab comes, in part,
from the flexibility of having multiple instances of
various operating systems available to you within a
single physical system. Virtualization software can
SPSyYy SyYdzZ FGS | ySGg2N] > az
to be connected to a physical network at all. Yet, the
virtual machines will be able to communicate with
each other over the simulated network, blissfully
dzy I 6 NB GKFG GKS ySGég2N] A

s

| typically use VMware for virtualization. Other choices
include Microsoft Virtual PC, Sun VirtualBox, etc.
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Being able to switch between different
states of the system is very helpful.

* VMware Workstation supports
multiple snapshots

* For physical systems
use dd, Ghost, etc. G-

Windows XP November Snapshot for
Windoy

Professional Windows ...
—

| Youhre
i Here

Snapshot details

Name:
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One of the most convenient aspects of using
virtualization software is its support for snapshots.
They allow you to preserve the current state of the
virtual machine with a click of a button, and return
to it with another click. VMware Workstation
support multiple snapshots, which comes in very
KFryRe FT2NJ ao0221YFENJAy3IE
analysis, so you can move back and forth during
your experiments without losing important

runtime details.

Snapshot capabilities are also very useful for
NEOSNUAY3 ol O]l U2 GKS aeg
e2dzQ@gS O2YLX SUSR e2dz2NJ Nb,
the lab for your next analysis. Save the state of the
GANI dzZl £ YIF OKAYS | FUOSNI &2
patched it, and set up the necessary tools. Once
€2dzOQNB R2YS GgAGK &2dzNJ |y
revert to that state. Very convenient!

Malware may have defenses that prevent it from
executing properly in a virtualized environment. In
these cases, the easiest step might be to use a set

of physical systems, instead. To mimic snapshot
Fdzy OQOGA2y Lt Al gKSYy &2 dzQN.
virtualization software, use disk cloning tools such
asdd and Norton Ghost.



Mitigate the risks of malware
attempting to escape from the lab.

Avoid production network connectivity.
Dedicate a host to the lab.

* Keep up with patches to virtualization
software (e.g. VMware).

Restore the host if anything suspicious occurs.
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Any malware analysis lab carries the risk of
malware finding a way to escape from your
sandbox. This risk is greater with a virtualized lab,
because the isolation it provides is not as reliable
as the literal air gap between physical systems.

Since virtualization software is written by human
beings, it will have bugs in it. Some of these bugs
are vulnerabilities that malicious software may use
in an attempt to escape the sandbox around your
laboratory system. To address this risk, | suggest
dedicating a single physical system to your
virtualized lab: run several virtual machines in it,
0dzi R2y QG dzaS GKFG aeads
It a2z R2y Qi O2yySOid GKS
production network unless required for performing
specific tasks.

LOQa ftaz2 @GSNE AYLRNIFyYD
software up to date on security patches.
{2YSUAYSa GUKS@QNB | LI Ay
If you notice anything suspicious in the lab
environment when performing your analysis,

restore the physical system from a backup copy,

and keep a close eye on the environment.
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Infect the lab system. RegShot
helps detect changes.

Compare logs save as:
@ Plain TXT " HTML document

¥ Scan dir1[;dir2;...;dir nn]:
[C:\W

Output path:
C:\DOCUME~1{ADMINI~1 ..

Add comment into the log:

S

C:\WINDOWS\msnsettings.dat
C:\pas.Txt

Interact with malware a bit, e.g. try to login to it.
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[ SGQa 4SS (GKA&a | LILINRZI OK
| adzZaLAOA2dza SESOdzil 6t S
You bring it into your lab, possible via a removable
USB disk and place it on the desktop of the virtual
YI OKAYS @2dzQNB | 62dzi G2

CANBOZ OGF1S F aylLaAaK2id 2
file system and the registry. This will allow you to
quickly see what major changes have occurred on

the system after you infect it.

| like the free tool calle®RegShofor this purpose
(http://sourceforge.net/projects/regshor. To use

AG> SylrotS GKS a{OFy RAN.
O2NNBALRYRAYIAEDAYRAEG @A
the tool to scan the registry and the full C: drive.

/| £ A 01 & ma RegShétakes thedfirdt ¥ G S NJ
snapshot, launch the malicious executable. Interact
with it a bit (e.g., try logging into it). Then kill the

LN OS&aaszs AT &2dMOKY@E bSE
button inRegShat I yR Ot A0l GKS &
odzit2y® L 2dzQff aSS | NBLJ
OKIy3aSa (2 GKS aeadsSvyQa
that two files were added to the system.
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Examine the new files.

P pas.txt - Notepad
File Edt Format View Help

W, . com
username: abc@example.com

password: pass I msnsettings. dat - Notepad Q@@
WWW.L . com File Edit Format WView Help

Please type in an error message
C:\Program Files\MSN Messenger\msnmsgr.exe
0

Nnooo
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The two files that appeared on the system after we
infected it are pas.txt and msnsettings.dat. Take a
look at them using notepad.

It looks like pas.txt has captured the logon
credentials we used when logging into the
malicious executable. That makes sense, because
we received reports that this executable is a trojan
copy of Windows Live Messenger.

The msnsettings.dat file looks like a configuration
file of some sort.
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Process Monitor observes malware
as it infects the system.

&) Process Monitor - Sysinternals: www.sysinternals.com

Fle Edt Event Fiter Tools Options Help

d XABE | TADP AKX
Seq.. Time..
4779 3073
478 30
4782 9073
4784 307:3
47% 3073

2|2\ 7/
PID  Operation Path Result A

2212 CreateFile C:AWINDOWS SUCCESS

2212 QueryDirecto CAWINDOWS \msnsettings. dat NO SUCH FILE

2212 Closefile CAWINDOWS SUCCESS

Process Name
2 Windows Live
indows Live
indows Live

47%5 9073, & s| Fle Edt Event Fiker Tooks Options Help
4797 9073
813 3073 FH ABE CAS AF B [IW
< Seq.. Time.. Process Name PID  Operation Path Resut A
Showing 4,432 of 20,220 events | 20106 3.08.0.. &3WindowsLive .. 2212 CreateFie CAWINDOWS\system32A\MSIMTF.di  SUCCESS
20108 3080.. &3WindowsLive .. 2212 QueyStandardino... C:AWINDOWS\system32AMSIMTF.dIl  SUCCESS
20112 3.080.. &3 Windows Live .. 2212 CloseFie CAWINDOWS\system32\MSIMTF.dil  SUCCESS
201143080, CClWindows Live.. 2212 CrealeFile C:\pas.bx SUCCESS
20115 3080.. &Windows Live... 2212 CreateFile cA SUCCESS
20116 3080.. &3Windows Live .. 2212 CloseFie cA SUCCESS
20118 3080.. &3WindowsLive .. 2212 WiiteFie C\pas.tn SUCCESS
20119 3080.. &3WindowsLive .. 2212 CloseFie Ci\pas.tit SUCCESS v
< >
Showing 4,432 of 20,220 events (21%) Backed by page file
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Another free tool that can help us understand how
the malicious program interacted with the file
system and the registry is Process Monitor
(http://technet.microsoft.com/en
us/sysinternals/bb896645.aspx

To use Process Monitor, run it while infecting the
system. | typically launch the tool right after taking
the firstRegShosnapshot. Remember to pause
capture in Process Monitor before taking the
secondRegShosnapshot.

Process Monitor records API calls it observes on
the system that deal with file system and registry
access. It shows the details of how programs
create, delete, read or modify the local
environment. In the screen shot on this slide, you
see attempts by our malware specimen to create
pas.txt file and to locate the msnsettings.dat file.

t N2POS&aa az2yAdz2NXQa 23 Aa
However, it is also very noisy. | URegShoto
YIS &dz2NB 0KIFIGO L R2y QG Y
| rely on Process Monitor to present a
O2YLINBKSYyaA@dS LISNRLSOGAOD
interactions with the file system and the registry.
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Now you know to look for additional
files on the victim’s actual system.

I msnsettings. dat - Notepad Q

File Edt Format View Help

test N

0

0

-1

-1

0

(o}

-1

Please type in an error message

c:\Program Files\MSN Messenger\msnmsgr.exe o

-1 Several settings on
gsmtpl85.google. com .
gasterdeanex@gmaﬂ,com the V|Ctim’S System
0 Z

8 differ from the lab’s.
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Reverseengineering malware can help you

become better at incident response and forensic
analysis. In our scenario, we have already
discovered that Windows Live Messenger trojan
makes use of the msnsettings.dat file. Now you
know to look for it on the compromised system,
SOSY AT @2dz RARY QU AYyAUA
important.

Once you have a copy of msnsettings.dat, you can
open it to see whether it reveals additional details

' 62dzi GKS LINRPINFYP hy (K
several lines from that file.

hyS Aa I adNARy3a adSaazxz¢
later when trying to understand how the trojan
processes the msnsettings.dat file. Another line,
GIaYlilLmyp®3I223ft SPO2Y¢ alLl
server; this suggests that our specimen has the

ability to send email. The file also includes an
SYFAf T RRNBaaz avYladaSNDt.
may be the recipient of the information that the

trojan might attempt to send out. Of course, these

I NB 2dzad GKS2NASa i (KA
confirm or deny them during subsequent analysis
steps.
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CaptureBAT offers another
perspective on the behavior.

C:\>capturebat -c -n

Option: Capturing network packets

Option: Collecting modified files

Loaded kernel driver: CaptureProcessMonitor
Loaded kernel driver: CaptureRegistryMonitor
Loaded filter driver: CaptureFileMonitor

process: created C:\WINDOWS\explorer.exe -> ... Windows Live Messenger.exe
file: Write ...Windows Live Messenger.exe -> C:\WINDOWS\msnsettings.dat
file: Write ...Windows Live Messenger.exe -> C:\pas.txt

The records were cleaned up to fit the slide.
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It helps to have several tools to observe the
Yt AOAZ2dz2 LINPAN} YQa Ay
SYBANRYYSYylud | y2GKSN @
like to tell you about is CaptureBAT
(http://www.honeynet.org/node/315).

0S|
S N

CaptureBAT is similar to Process Monitor in that it
NEO2NRa t20Ff LINROSaasSaQ
environment./ | LJ( dzNlggs tertl @®e less

noisy than those created by Process Monitor. This

Is because CaptureBAT comes with filters that
eliminate the majority of standard, nemalicious
activities from the logs. You can customize these
filters to your liking, as they are text files located in
the directory where you install CaptureBAT.

LF &2dz I dzy OK /-O4J0HINEIL Y § i
it will capture any files deleted in the background,
allowing you to look at and restore even those files
that the Windows Recycle Bin cannot capture.

[ F dzy OKA Yy 3 [/ I LIWAANBLIH NI B S i ¢
tells the tool to capture network traffic, like a
sniffer would, saving the result into a local .cap file.

As you can see on this slide, CaptureBAT confirmed
our earlier findings about the malware specimen.
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Place the new file into the lab. Now
the sniffer (Wireshark) shows DNS.

No. Time . Source Destination Protocol  Info
1 0.000000 00:0c:29:ca:2a:f2 ff:ff:ff:ff:ff:ff ArP who has 192.168.11.1297 Tell 192.168
2 0.038277 00:0c:29:15:71:el 00:0c:29:ca:2a:f2 ARP 192.168.11.129 is at 00:0c:29:15:71:e:
0.03966 9 68 - 9 68 g dard q g D185. gOOg

# Frame 3 (79 bytes on wire, 79 bytes captured)
# Ethernet II, Src: 00:0c:29:ca:2a:f2 (00:0c:29:ca:2a:f2), Dst: 00:0c:29:15:71:el (00:0c:29:15:71:¢
# Internet Protocol, Src: 192.168.11.128 (192.168.11.128), Dst: 192.168.11.129 (192.168.11.129)
# User Datagram Protocol, src Port: blackjack (1025), bst port: domain (53)
- pomain Name System (query)
Transaction ID: Oxlbad
# Flags: 0x0100 (Standard query)
Questions: 1
Answer RRs: 0
Authority RRs: 0O
Additional RRs: 0
= Queries

B gsmtpl85.google.com: type A, class IN

The hostname suggests SMTP, but use DNS resolution to confirm.
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You can load the .cap file created @gptureBAT

into a fulHeature network sniffer, such as
Wireshark(http://www.wireshark.org) & L ¥ & 2 d;
like usingCaptureBATyou could also use

Wiresharkto capture traffic direct off the

laboratory network.

As you can see on this slide, the sniffer shows that
the infected system has issued a DNS query,
attempting to resolve the hostname

GIAYhdLmy p @32 2s@theS dAQ2 YIEKIS ¢ |
hostname suggests that the malware specimen is
looking for a mail server to connect to, reinforcing

our earlier theory of how the trojan might use this
hostname.
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http://www.wireshark.org/

To confirm how the specimen wishes to use

Redirect network traffic via GIavYilLmypd3I223ft So02YEes |
Fake DNS or the hosts file. resolve this hostname. Once it can resolve it, it _vviII
presumably attempt connecting to it, and you will

be able to use a network sniffer to see what

service the specimen is trying to access.

= Fake DNS

Protocol  Info

"3 o/oo000_192.168.11.125_192.168.11.125_TC> 2078 > 25 (5] Seq=0 win-sezso L To set up name resolution, insert an entry for the
K2aldylYS Ayidz2z (KS aKz2aida
system. A faster alternative is to use a tool called

Confirmed SMTP Fake DNS, available as part of the Malcode Analysis
attempt. Pack toolkit fromDefenseat the following URL:
http://labs.idefense.com/software/malcode.php#
AR more_malcode+analysis+pack

Fake DNS is a DNS server that you can configure to

answer any DNS query with a single IP address of
your choice. Which IP address should you use? |
suggest picking an IP address of some system in
your lab on which you can run the service that
malware may look for. This will redirect the
O2yySOuAzy (2 (GKS Kz2ad ¢
listener, allowing the connection to be completed

S0 you can learn about its purpose.

In our example, captured on this slide, the network
sniffer confirmed that the infected system is
attemptlng to connect to TCP port 25 on
GIavYilLmypd3dz2z23ft Se02Y¢d
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Mailpot acts as the SMTP server
and intercepts the message.

P 1134481251.1xt - Notepad
File Edit Format View Help

received From: 127.0.0.1
TO:<mastercleanex@gmail. com>
0 s FROM:<yourpassword@password. com>

Mmlpnl Active: Llstemngnn 25

al com> I]E- mamzsm

0 P DEBUGMODE RAW DATA FOLLOWS

EHLO Tlabbox

RSET

MAIL FROM:<yourpassword@password.com>
RCPT TO:<mastercleanex@gmail.com>
DATA

From: yourpassword@password. com
Subject: username: abc@examp‘\e com
To: mastercleanex@gmail.

pate: sat, 7 Mar‘ 2009 22: 20 15 -0500
X~ Prwr‘ﬂ;y

X-Library: Indy 9.00.10

<

Password: pass
Log Dir = C:\malpot  Listen Port = Server Banner || -
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Now that you know malware is looking for an
SMTP server, you can provide that service to it
within your lab. An easy way to do this is to use the
Mailpot tool, which is part of the previously
mentionedMalcodeAnalysis Pack available at:
http://labs.idefense.com/software/malcode.php#
more malcode+analysis+pack

Mailpot pretends to be an mail server, happily
accepting SMTP messages from clients, but not
sending them out. Instead, it stores the messages
locally for your review.

To useMailpot, run it on the host to which you
KIS NBRANBOGSR (GKS {a¢ct
FakeDNSas shown on the previous slide.

Now you can see the contents of the message that
the trojan is mailing to the attacker. As highlighted
2y GKAA af ARSTE (GKS YSaal
Messenger username and password.
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Mold the environment based on the
observations to evoke new behavior.

* Add services gradually, as you learn what the
specimen wants.

* If you give too much at once, you lose cause-
effect insights.

* Repeat until no interesting discoveries.
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How can we generalize the behavioral analysis
LINR OSdaa ¢6SQ@OS 0SSy ¥F2ftft 2
characteristic of the specimen, you typically notice
an element of the environment that the program is
looking for, yet does not possess in your lab. For
instance, the executable may be attempting to
resolve a host name. To evoke new characteristics,
you provide to the specimen the service it needs,
thus allowing it to perform further actions to fulfill
each its true potential.

With every service you add to the environment,
you learn more about the specimen. Note that if
you change too many environmental
characteristics at the same time, you malware may
perform too many new actions. This will speed up
your analysis at the expense of knowing exactly
what change was responsible for which observed
characteristic.

When do you stop molding the laboratory A
SYGANRYYSYG G2 YIFGOK GKS
and dependencies? When you there are no more
changes to introduce into the lab to evoke
previouslyunseen behavioral characteristics.
¢CKIFIGQa dGeLnOrtfte GUKS LE2A
start the next phase of the reverssngineering
process: code analysis.

19



Code analysis expands and reinforces
behavioral findings.

* Tools of the trade: disassembler and debugger.
* Examine the specimen’s assembly code.

* Step through the most interesting parts of the
code.
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Behavioral analysis can be insightful and relatively
fast. However, it will rarely tell you everything you
need to know about malware of moderate and

I ROl yOSR O02YLX SEA(&d ¢KI
can be of help. It can help reinforce your

behavioral findings, and can shine light on

additional properties of the specimen that you

may not have discovered behaviorally.

Code analysis can be tricky and the@nsuming,
because in the world of malware you almost never
have the luxury of seeing the source code of the
LINE AN} Y &82dzQNB | ylfearao
reverseSY 3AYSSNJ 6 KS O2YLIAf SR
functionality by examining its code at the assembly
level. A debugger and a disassembler can help you
in this task. A disassembler converts the
ALISOAYSYQa AyailiNHzOGA2Yya
the humanreadable assembly form. A debugger

lets you step through the most interesting parts of
the code, interacting with it and observing the

effects of its instructions to understand their

purpose.
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_ _ _ OllyDbg is among my favorite tools for performing

Looking at strings is a often a good O2RS lLylfédarad LGQa FNBS
: both a disassembler and a debugger. You can

start. In this example, use OllyDbg. download OllyDbyg from:

£3 Text strir'lgs refereniet-l'iiWindowt_v:COI-)E : . http//WWWO”ydque/

%8: f EE%: SRS S P naares I 322R gle& (G2 aildl NI Iyl f
e —— Looks like default often involves looking at the strings embedded in
g o msnsettings.dat content. its executable. To do this with OllyDbg, first load
1 i I the malicious executable into OllyDbg via File >
s P ot Open. Then, rightlick on the code you will see in
i e the disassembler window, and select Search for >
o [ All referenced text strings.

User-defined comment
Find references to

OllyDbg will then bring up a new window that will
show the strings it discovered, as you can see on
this slide. Notice that we have seen some of these
strings during behavioral analysis! Some of them
look like contents of the default msnsettings.dat
file that our specimen creates when infecting the
system.
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http://www.ollydbg.de/

The reason we may be interested in looking at the
embedded strings is because the string listing
might include a reference to a malicious
characteristic or a behavioral trait that we would
like to understand. In this case, consider the
screenshot on this slide. We got here by
highlighting one of the instances of
GyayaSadioAy3aaoRlId¢e adNAy3
previous slide, and pressing Enter. Now, OllyDbg
shows us how the program makes use of this
string.

If we wanted to pursue this path of analysis
further, we could now set a breakpoint on this

command, run the trojan in the debugger, and see
gKI G A0 R2Sad 2SQNB y2i
particular aspect of the malicious program,
because | want to show you another, more
interesting technique.
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