
What if a security incident catches you unprepared? In 
such situations, stress leads to mistakes and poor 
decisions made in the spur of the moment. In this talk, 
Lenny Zeltser discusses the questions an incident 
responder should ask to gain control of the situation 
quickly and assertively.

Lenny Zeltser leads the security consulting practice at 
Savvis, helping customers manage information security 
and address IT risks. He is also a Board of Directors 
member at SANS Technology Institute, a SANS faculty 
member, and an incident handler at the Internet Storm 
Center. Lenny frequently speaks on information security 
and related business topics at conferences and private 
events, writes articles, and has co-authored several 
books.

[Ŝƴƴȅ ƛǎ ƻƴŜ ƻŦ ǘƘŜ ŦŜǿ ƛƴŘƛǾƛŘǳŀƭǎ ƛƴ ǘƘŜ ǿƻǊƭŘ ǿƘƻΩǾŜ 
earned the highly-regarded GIAC Security Expert (GSE) 
designation. He also holds the CISSP certification. Lenny 
has an MBA degree from MIT Sloan and a Computer 
Science degree from the University of Pennsylvania. For 
more information about his personal projects, see 
http://zeltser.comand http://twitter.com/lennyzeltser.
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ά.Ŝǎǘ ǇǊŀŎǘƛŎŜǎέ ŜƳǇƘŀǎƛȊŜ ǘƘŜ ƴŜŜŘ ǘƻ ǇǊŜǇŀǊŜ ŦƻǊ 
incident response before the security breach occurs. 
Build the toolkit, train the staff, test restore capabilities, 
document roles and responsibilities... Indeed, that is the 
right approach to handling security incidents in a 
controlled manner.
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²Ƙŀǘ ƛŦ ȅƻǳ ƴŜǾŜǊ ŦƻǳƴŘ ǘƘŜ ǘƛƳŜ ǘƻ ǇǊŜǇŀǊŜΚ Lƴ ǘƻŘŀȅΩǎ 
ǊŜŀŎǘƛǾŜ ǿƻǊƭŘΣ ȅƻǳ ǿƻǳƭŘƴΩǘ ōŜ ŀƭƻƴŜΦ {ŜŎǳǊƛǘȅ ƛƴŎƛŘŜƴǘǎ 
are often unexpected, and organizations are often unsure 
how to proceed when faced with them.
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Dealing with security incidents is often high-pressure. 
The stress leads to mistakes and poor decisions made in 
the spur of the moment. Since small and mid-sized 
companies rarely have a dedicated incident response 
staff, the responders frequently lack the confidence and 
expertise that comes from handling the breaches 
routinely.
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This talk discusses the questions an individual should ask 
when responding to a security incident. By having a list of 
such questions in advance, the incident handler will be 
able to take control of the situation quickly and 
assertivelyΦ LΩƭƭ ƎǳƛŘŜ ȅƻǳ ǘƘǊƻǳƎƘ ǘƘŜ ǉǳŜǎǘƛƻƴǎ ǿƻǊǘƘ 
ŀǎƪƛƴƎΣ ŀƴŘ ǿƛƭƭ Ǉƻƛƴǘ ȅƻǳ ǘƻ άŎƘŜŀǘ ǎƘŜŜǘǎέ ǘƘŀǘ ǿƛƭƭ ƻŦŦŜǊ 
additional useful questions.

To accomplish this, I suggest going through the following 
steps to become familiar with the situation, assign the 
appropriate responsibilities, and plan the next set of 
actions:

1. ¦ƴŘŜǊǎǘŀƴŘ ǘƘŜ ƛƴŎƛŘŜƴǘΩǎ ōŀŎƪƎǊƻǳƴŘΦ
2. Define communication parameters.
3. !ǎǎŜǎǎ ǘƘŜ ƛƴŎƛŘŜƴǘΩǎ ǎŎƻǇŜΦ
4. wŜǾƛŜǿ ǘƘŜ ƛƴƛǘƛŀƭ ǎǳǊǾŜȅΩǎ ǊŜǎǳƭǘǎΦ
5. Decide how to proceed with incident response.
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When first called onto the scene, the responder needs to 
ǳƴŘŜǊǎǘŀƴŘ ǘƘŜ ƛƴŎƛŘŜƴǘΩǎ ōŀŎƪƎǊƻǳƴŘΦ

/ƻƴǎƛŘŜǊ ǘƘƛǎ ǎŎŜƴŀǊƛƻΥ ¸ƻǳǊ ǇƘƻƴŜ ǊƛƴƎǎ ŀǘ мŀƳΦ ά²Ŝ 
ƘŀǾŜ ŀ ǇǊƻōƭŜƳΦ ²Ŝ ǘƘƛƴƪ ƻǳǊ ǿŜō ǎŜǊǾŜǊ Ǝƻǘ ƘŀŎƪŜŘΦέ  
You, the incident handler, are asked to assist with the 
situation, so that the company can determine what 
happened and how to recover from the breach. Where 
do you start?
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The first challenge of responding to an incident that 
appears out of the blue is that you may be called into an 
ŜƴǾƛǊƻƴƳŜƴǘ ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿΦ

LŦ ȅƻǳΩǊŜ ŀƴ ŜȄǘŜǊƴŀƭ ŎƻƴǎǳƭǘŀƴǘΣ ƳŀȅōŜ ȅƻǳΩǾŜ ƴŜǾŜǊ 
ǎŜŜƴ ǘƘŜ ŘŜǘŀƛƭǎ ƻŦ ȅƻǳǊ ŎƭƛŜƴǘΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǳƴǘƛƭ ƴƻǿΦ 
Even if performing incident response as part of an 
internal team, you might be getting involved with people 
ƛƴ ŀƴ ǳƴŦŀƳƛƭƛŀǊ ŘŜǇŀǊǘƳŜƴǘΦ hǊΣ ƳŀȅōŜ ȅƻǳΩǾŜ ƴŜǾŜǊ ƘŀŘ 
the opportunity to familiarize yourself with the network 
layout, its systems and devices, and the corresponding 
business processes that may be affected by the incident.

At this stage, it ŦŜŜƭǎ ƭƛƪŜ ȅƻǳΩǊŜ ǿŀƭƪƛƴƎ ƛƴǘƻ ǘƘŜ ǎƛǘǳŀǘƛƻƴ 
blindfolded.
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Take a deep breath. Accept that the environment may be 
ǳƴŦŀƳƛƭƛŀǊ ǘƻ ȅƻǳΣ ȅŜǘ ǊŜƳŀƛƴ ŎƻƴŦƛŘŜƴǘ ǘƘŀǘ ǎƻƻƴ ȅƻǳΩƭƭ 
get a handle on the situation. When people observe you 
ōŜƛƴƎ ŎƻƳǇƻǎŜŘΣ ǘƘŜȅΩƭƭ ŎŀƭƳ Řƻǿƴ ǘƻƻΦ ¢ƘŜƴΣ start by 
ǳƴŘŜǊǎǘŀƴŘƛƴƎ ǇŜƻǇƭŜΩǎ ƛƳǇǊŜǎǎƛƻƴǎ ŀōƻǳǘ ǿƘŀǘ 
happened.

Did you notice that even during regular check-up exams, 
doctors often carry a stethoscope and wear a white coat? 
In part, this is to project an image that people have come 
to expect of a confident doctor: a knowledgeable 
professional who will find and diagnose any problem.

!ǎ ŀƴ ƛƴŎƛŘŜƴǘ ƘŀƴŘƭŜǊΣ ȅƻǳΩƭƭ ǊŀǊŜƭȅ ƴŜŜŘ ŀ ǎǘŜǘƘƻǎŎƻǇŜΣ 
but you can project confidence by the clothes you wear, 
the bag you carry and perhaps more importantly, by your 
posture, your voice, and the manner in which you ask the 
right questions.
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Listen to system names, business terms, applications, and 
other details people will mention in their answers. Take 
ƴƻǘŜǎΦ LǘΩǎ hY ǘƻ ǘŀƪŜ ǘƘŜ ǘƛƳŜ ǘƻ ƭƛǎǘŜƴΣ ŀƴŘ ƘƻƭŘ ƻŦŦ 
forming opinions or making recommendations until 
ȅƻǳΩǾŜ ƎƻǘǘŜƴ ǎƻƳŜ ǎŜƴǎŜ ƻŦ ǿƘŀǘ ȅƻǳ ǿƛƭƭ ōŜ ŘŜŀƭƛƴƎ 
with. At this stage, listen moreτtalk less.

I remember a study that explored the situations under 
which doctors are likely to be sued for malpractice by 
their patients. It turns out that those doctors who take a 
ŦŜǿ ŜȄǘǊŀ ƳƛƴǳǘŜǎ ǘƻ ƭƛǎǘŜƴ ǘƻ ǘƘŜ ǇŀǘƛŜƴǘǎΩ ŎƻƴŎŜǊƴǎ 
were significantly less likely to end up in court. I suspect 
the same principle applies to other professions: if we pay 
attention to the concerns of the parties involved in the 
situation, we will all come out ahead.
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¢ƻ ŀǎǎŜǎǎ ǘƘŜ ƎŜƴŜǊŀƭ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ǇǊƻōƭŜƳ ȅƻǳΩǊŜ ōŜƛƴƎ 
asked to tackle, make use of the questions summarized 
on this slide.

LǘΩǎ hY ǘƻ ŀǎƪ ƻǇŜƴ-ŜƴŘŜŘ ǉǳŜǎǘƛƻƴǎΣ ǎǳŎƘ ŀǎ ά²ƘŀǘΩǎ ǘƘŜ 
ƴŀǘǳǊŜ ƻŦ ǘƘŜ ǇǊƻōƭŜƳΣ ŀǎ ƻōǎŜǊǾŜŘ ǎƻ ŦŀǊΚέ ¢ƘŜƴΣ ƛƴǉǳƛǊŜ 
ŀōƻǳǘ ǘƘŜ ǎǇŜŎƛŦƛŎǎΥ άIƻǿ ǿŀǎ ǘƘŜ ǇǊƻōƭŜƳ ƛƴƛǘƛŀƭƭȅ 
ŘŜǘŜŎǘŜŘΚ ²ƘŜƴΚ .ȅ ǿƘƻƳΚέ ά²Ƙŀǘ ǎŜŎǳǊƛǘȅ 
infrastructure components exist in the affected 
environment? (e.g., firewalls, anti-virus, intrusion 
ŘŜǘŜŎǘƛƻƴ ǎȅǎǘŜƳǎΣ ŜǘŎΦύέ

Get a sense for the overall security posture of the 
ŜƴǾƛǊƻƴƳŜƴǘΦ !ǎƪΣ ά²ƘŜƴ ǿŀǎ ŀ ǎŜŎǳǊƛǘȅ ŀǎǎŜǎǎƳŜƴǘ 
conducted there? What were the results? What security 
incidents have occurred in the environment over the last 
ǘǿƻ ȅŜŀǊǎΚέ

Also, get a sense for the business units that may have 
been affected by the incident and for the groups with 
which you may need to interact. Find out whether they 
are aware of the problem.
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