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Social networking is a haven for marketers and
collaboration between colleagues, but it can put
at risk corporate information assets and
reputation. Social networking platforms, such as
Facebook, Twitter and LinkedIn, are becoming an
integral part of people's personal and business
worlds. This presentation explores tHey risks
associated with o#ine social networkingit
discusses howolicies and technologies can aid
at mitigating these risks, and how they can also
fail at protecting your employees, data, and
company.The presentation also addresses how
to evaluate the risk of sharingo much
information online with the value it brings to the
business; is it worth the rigk
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When | searched Google Trends for the phrase
GazOAlt YySGg2NlAy3IZE L al
this slide. The phrase was relatively uncommon in
2004 and its use on the web skyrocketed2011 A

lot of people are talking about it!

On-line social networking has
taken the world by storm.

http://www.google.com/trends?q=%?22social+netw
orking%22
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Ontline social networking has changed how
organizations interact with their customers. It has
also drastically changed how individuals interact

. . with each other.
It changed how organizations

interact with consumers

and how individuals interact with
each other.
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Social networking is:

communicating while being mindful of
relationships among people.
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Before we discuss the risks of social networking,

f SiQa FANERG F3INBS 2y 6K
begin with the definition of the ternsocial

network, which Wikipedia defines like this:

G! a20AFLft ySGg2N] Aa |
AYRAGARdzZE €& 02NJ 2NBF YAl
are tied (connected) by one or more specific types
of interdependency, such as friendship, kinship,
common interest, financial exchange, dislike, sexual
relationships, or relationships of beliefs, knowledge
2NJ LINBadA3ISde

This implies that the term social networking means
navigating a social network. In other wordscial
networking is communicating while being mindful
of relationships among people

For additional details regarding the definition of
social networking, see
http://blog.zeltser.com/post/1366016936/definitio

n-of-sociathetworking

|
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Turns out, we’ve been social
networking for a while.

4‘7 .\3 ‘-:f x. P "@‘ ﬁ ‘.
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Humans have been social networking for a long )
tmet LIN2OlFote a t2y3 Ia ¢
to each other. Eventually we learned how to write,
and social networking incorporated the practice of
sending letters and publishing articles. At some
point we learned how to send text by telegraph and
how to transmit voice by phone, and social
networking took on additional forms.

Were businesses as concerned about data security
of social networking when each of these
communications methods appeared? | suspect that
because businesses relied less on data than they do
now, there were fewer information security

concerns

LY GKS Y2NB NBOSyYyid dGAYSa
social network with the help of computers. From

the information security perspective, this turned

out to be a big deal. Email has been an formidable
threat vector through which attackers have been
Ay SFE{AY3 YIFEglFNB LI ad O2°
defenses. The good news is that email has been
around for a while, and the security tools and
practices are relatively mature for curtailing email
threats.



Social media, in the form of blogs and social
networking sites such as Facebook and Twitter is
0KS Y2NB NBOSYlU LKSYy2YSy:
‘ T still trying to understand the risks associated with

Yet, something is different about social networking practices. The technologies and

modern on-line social networking, approaches for dealing with the risks are relatively
immature as well. This is partially why social

network security is a big deal today.

C2RIF28Q3 &20ALf ySis2NLAY:

\’ // - make it stand out from the earlier forms of social
r%_ﬁ{‘,%\\\\wé@// YySGig2N] Ay3aX
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Instant one-to-one and
group communications

Hard-to-control
channel (web)

Public archives
of messages

Real-time and
delayed conversations

All outbound
traffic

Rich media,
not just text

Strong and weak relationships

Accessible on the
move (mobile)
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This slide outlines some of the ways in which on
line social networking differs from the way people
have been interacting in the past. Any one of these
characteristics might not be special, but together,
they describe a platform that allows people to

communicate in powerful, exciting, and sometimes
risky ways.



Security professionals get nervous
about new communication
methods.
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Assecurity professionals, @voperate as part of an
IT risk management ecosystem and are paid to be
cautious. It is natural for us to worry about data
controls. This is especially true when the
technological and cultural forces that encourage
data sharing are ahead of information protection
tools and processes.



Let’s explore security implications of
social networks

and the role of social networks
in our business and personal lives.
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There are good reasons to be concerned about the
risk associated with social media and social
networking. To understand what can be done about
0 KSY3Z A Qaunderstardd thdole tiai

social networking plays in business and personal
livest how people and organizations use it. Only
then can we hope to create security controls
enable safer odine social network activities, rather
than those that hopelessly attempt to stop the tidal
wave of this powerful communication medium.



Two risk scenarios to consider:

Organizations using social media platforms for
marketing campaigns.

End-users interacting through social networking
sites.
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LO@S 0SSy (UKAY1Ay3 | o62dz
associated with social media and social networking.
In my mind, the risks fall into two categories in a
business setting:

A Risks as the result of organizatiamsing social
media platforms for marketing campaigris. this
scenario, the organization interacts with
consumers on social networking sites, such as
Facebook and Twitter, rather that focusing on
bringing consumers to the websites under the
2NBI YAl FGA2yQa RANBOG O3
on untrusted turf, if you will. This exposes the
organization to several risks, including brand
tarnishing, impersonation attacks, and the use of
vulnerable IT infrastructure

A Risks ashe result ofend-usersinteracting
throughsocial networking sitesn this scenario,
the users of social networks are at risks due to
the link-sharing culture of such sites, whereby
they may be targeted by malicious websites and
may be social engineered into installing malware
or into giving up sensitive data. The organizations
are also at risk when the employees
inadvertently leak proprietary, regulated or
otherwise sensitive information. Related risks are
situations where employees reveal personal data
that can be used to attack the individuals or their
employers

10



Organizations are embracing social
media as a venue for marketing
campaigns.

socitl blog? pickures
wiki® wkervet forulv?
video e/ GO ) 2y vitivg
MO
microblogeVo e
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If you have information security responsibilities,
you need tathink not only of how your employees
interact with social networks as engsers, but also
how your marketers use social media to interact
with your customers. Youwrganization probably

has a marketing team that is either planning to or is
already using sociahedia.

11



You may be tasked with supporting
security of social media marketing
efforts.

Understand how marketers use
social media.
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As an information security professional, you may be
tasked with supporting the social media marketing
efforts of your organization or of your clients. You
need to understand howhe organizatiom usually

its marketing departmertt is usingsocial media
before you attempt to identify and helmitigate

the associated risks.
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Social media campaigns allow the organization to
interact with its customers on social networkso

go where the customers arerather than bring the
OdzaG2YSNER (2 GKS 2NHIFYATI
Reach consumers where they is drastically different from the way marketing used
hang out, rather than drive them to work a few years ago. As the result, the business

t ds th ’ bsit processes associated with social media marketing
Qwards the campany's website. are as new as the understanding of the risks tied to

such online interactions.

JetBlue Airways Incorporating social media into marketing

e ewwaes]  campaigns provides organizations with
opportunities forexposing the brand to customers,
directly on social networks and by improving search

© Fotow enginerankings.
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Personalize the user’s on-line
experience based on the person’s
social network.

‘} FACEBOOK SETTINGS Friends' activity on CNN Facebook settings

SN Courtney
P CNN Video

NikiLeak WikilLeaks 'reveals thousands of previously unknown deaths in
ALL FOLLOWED TOPICS ) Iraq'

Shark kills 20-year-old
Base

3 FrRiENDS' ACTIVITY

RECENTLY VIEWED
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Another way in which organizations use social
YSRAF A& o6& GFLIWAY3I Ayidz
network to customize content or other aspects of
iKS LISNA2YQa oNRgarAy3d SEI
when you visit CNN.comebsite might present

you with CNNrelated activities from your Facebook
social network. Nove 2 dzZQNB y 20 YSNFBf
ySga GKIFIG / bbQa SRATZ2NE |
instead, you are interacting with content that is

directly relevant to you.

14



Most marketers are still trying to
figure out social media.

How to get the most out of it?
What'’s the ROI?
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A good starting point for learning about the role
that social media and social networking plays in
marketing is the 2010 Social Media Marketing
Industry Report

(http:// www.socialmediaexaminer.com/social
mediamarketingindustry-report-2010

The research data, presented in the report,
supports the following point: Most marketers are
new to the world of social media and are still trying
to figure out how to best use it. Many are also
looking for ways to measure the Return on
Investment (ROI) of social media campaigns.

15
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Be prepared for fast-changing
infrastructure requirements that
drive short-lived campaigns.

Watch out for “satellite” web
servers that spring up without IT
controls.

Copyright 2012011 Lenny Zeltser

L 2dzNJ 2NHEFYAT FGA2yY Qa Y NJ S
quickly, trying campaigns and abandoning

I LILINR I OKS& GKIO R2y Qi &S
security personnel needs to be prepared to handle
fastchanging infrastructure requirements that

might drive these shotlived campaigns.

Also, watchout for satellite web servers: Social

media marketing campaigns are likely to be fast
conceived. In addition to making use of social
networking sites, they may need to set up landing
pages on satellite web servers. If your
2NHFYATFGA2Y Q& L¢ RSLI NI
servers quicklymarketersmight take it upon

themselves to provision the websites elsewhere.

The satellite servers outside of your control, if
compromised, will adversely affect your

2NHBHI YAT FGA2yQa aSOdzNRGe |
undermining good wilweakening compliance

efforts, and so on.
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Marketers who conduct social media marketing
campaigns need to have access to social
networking sites, such as Facebook, Twitter and

P K h LinkedIn. According tthe 2010 Social Media
rotect your marketers as they Marketing Industryw S LI2Z NI Z A G Qa y 21

interact with customers on social marketers with social media experience to spend
. . 10 hours per week on social media efforts.
networking sites.

Organizationsvho restrict access to social

They may be gra nted web access networ_king sites vv_iII probably nee_d to create
exceptions for designated marketing personnel. As

exceptions and are at risk. the result, marketers may be at a greater risk of

being attacked through social networks (e.g.,

phishing, data leakage, malicious links, etc

Copyright 2012011 Lenny Zeltser 17



Watch out for brand impersonation
activities on social networks.

BP Public Relations AN ;
bp @BPGIobalPR Gioa AN chucknorris_
% “' @chucknorris_ Chuck Norris
Gap Logo R ——

Gaf 22T

© Follow
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Organizations might be impersonated by attackers on
a20A1Lf YySOUg2NIAy3 araiasSa
customers. A fraudulent marketing campaign on a
social networking site might look like it is conducted

by the organization, but it might actually be led by
someone else. In the style of phishing, impersonation
AYOARSyYyGa Lizi GKS 2NBIF YA
NA&a1Z YR YIFe& OFNYyAakK (K
can tell, these Twitter accounts are fake:

A BPGlobalPRSet up during the gulf oil spill in 2010
to satirize and criticize the situation. Around
175,000followers. While the official BP account
BP_Americhas around6,000followers.

A ChuckNorris: Around24,000followers. Spreads
0KS KdzY2NRdza YSYS I 0 2dzi
powers.

A GapLogoAround 4,500 followers. Sep in 2010
when Gap attempted to change its logo design to
satirize anccritique the new logo.

For more thoughts about chine brand impersonation
activities and risks see
http://isc.sans.edu/diary.html?storyid=9952
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Some sites allow users to login
with their social network identities.

Understand trust implications.

n v.facebook.com/login.php?

Copyright 2012011 Lenny Zeltser

Some organizations allow the their customers to
authenticate to their favorite social networking site,
and use that identity to access personalized content
2y GKS 2NHIFIYAT I GA2YyQa 24\
Websites is one platform that delivers such

OF LI 6 At AOASAT AdG 61 a RSa&;
Y2NB LI SNE2YIfAT SR yR a2
(http://developers.facebook.com/docs/quides/wéb

hy GKS 2yS KFEyYyRX AdQa | G
about properly implementing authentication and

about storing logon credentials. On the other hand,
organizations lose control over authentication when
relying on identity attestation provided by a third

party, such as Facebook.

C2NJ RSGL AfAay ooA20dkl  ¢og{ AAGTIYS N
offer an opportunity for sites to delegate
authentication, see
http://hueniverse.com/2009/04/introducinegign
in-with-twitter -oauth-style-connect

19
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Social networks differ in the rigor
of user account protection.

Copyright 2012011 Lenny Zeltser

If your organization has a website that delegates
authentication to a social networking platform,

keep in mind that not all social networks apply the
same rigor to protecting and authenticating user
accounts. As the result, you might consider some
a20A1f ySOUg2NIAy3d araiasag
Y2NBE NBtAFOoES GKIFY 2GKSNJ
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Twitter and LinkedIn: Minimal
account anomaly detection.

Copyright 2012011 Lenny Zeltser

LinkedIn seems to offer little in the way of
automatically detecting when a user account has
been compromised. Twitter seems to have some
controls built in, as part of its effort to curtall
Twitter spam. However, both of these popular
networks are falling behind Facebook in their
measures to protect user accounts.

21



Facebook implemented
“social CAPTCHA” challenges
for anomalous access.

Step 1 Step 2 Step 3 Step 4
Security Chedk Verify Account Change Password Restore Account

Please confirm your identity

To verify that you are the owner of this account, please identify the people tagged in the following

photos, If vou aren't sure about a guestion, please choose "I'm not sure.”

Copyright 2012011 Lenny Zeltser

Facebookmplements a mechanism known as
Gaz2OAl f tdalthenticake!luser accounts

that are considered at risk. Whi@APTCHA is
traditionally used to distinguish between humans
YR o6020ax CIFOSo062210Q4a YSil
distinguish legitimate users from impostors. It does
GKA&a o0& FalAy3d ljdzSadArzya
network.

Facebook prompts the user to authenticate using
GKS daz2o0Aakt /1 te/ 1€ | LI
an anomaly in the way the person is logging in. In
2yS adzOK Ol asSsz Cl OSo6221
FNRY | £20F0A2Yy BSQNB y2i
protection, please take a moment to answer a few
ASOdzNAGe ljdzSadAz2zyade ¢KS
with an option to answer their predefined secret
guestion or to identify photos of their friends.

If the user selects the photo option, they are asked

to successfully tag photos of 5 friends. Facebook
presents one or two photos of a friend per page,

and lists 5 multipleO K2 A OS 2LJaA2ya 2°
name; each choice is a name of ithed SRdd@Book
friend. The user needs to select the name of the
pictured friend to proceed

22
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Step 1 Step 2 Step 3
Security Chack Verky Account Change Password

Please confirm your identity

Photo 3of 5

Step 4
Restore Accor

This slide presents a few photos that a Facebook

user might be presented with when dealing with
Gsociall ' t ¢/ 120080 deNBE R LIS2 LX SQ
nameg the faces and names actually displayed on

Cl OS 0 2 2dbsclirédB y QU

As you can see, sometimes identifying your friend
canbe tricky. For instance, the friend might not be
in the picture at all (presumably the person lives in
the house pictured here). Or the friend can be
pictured frombehind.

LGQa 3INBIG G2 aSS ClkOSo2:
way to authenticate users beyond asking the
standardad Y2 U S NIRS Y y I YSE | dzS
situations where a mere password is insufficient.

Thephoteo 8 SR Gaz2OArt [ 1t ¢/ |
that by incorrectly tagging people, users of

Cl 0S0221 dzy RSNXYAYS 2 KSNJ
answering the photo challenges. It also means that
82dz A4K2dzZ R 06S OF NBFfdzA 4K:
@2dz R2y Qi 1y26 GKSY 2NE |
how they look
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Facebook supports optional one-
time password authentication.

Your Facebook One-time password is 7KGWINdf
(valid for 20 min)

Copyright 2012011 Lenny Zeltser

Facebook also allows its users to use-timee
passwords (OTP) for authenticatiorheoptional
feature allows securityconscious Facebook users to
request a ondime password prior to logging in
from an untrusted system, such as an Internet
kiosk.

If yourmobile number is registered with Facebook,
you can requesh onetime password by texting

0KS (@i dRB okccp O6C. hhYO
mobile phone. Facebook will respond with a
message likéhe one shown orthis slide. You can

now use the specified oreme password instead

of your regular password to login to Facebook

within the next 20 minutes.

Because this feature is optional, it is unlikely to be
used by many people. However, it is good to see
Facebook thinking along the lines of strengthening
controls around its user accounts.

Overall, though, the OTP feature is not as useful as
it might appear. For details, see

http:// blog.zeltser.com/post/1319041093/why
facebookone-time-passwords

24


http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords
http://blog.zeltser.com/post/1319041093/why-facebook-one-time-passwords

On-line social networking is
new, exciting and scary.

Marketers use social media
to interact with customers.

Support fast campaigns, protect marketers’ web
sessions, watch for impersonation, and consider identity
trust.

Some social networks are better at
guarding user accounts than others.

Copyright 2012011 Lenny Zeltser

Time for a check point.

We began by outlining the reasons why social
networking is an old concept that has evolved into
something new due to the arrival of the web and
social networking sites. The world of-bne social
networking is filled with promise. Yet, because it is
in many ways a new paradigm for social
interactions, it carries a number of risks.

We discussed how marketers are starting to use
social media to spread the reach of their brands
and interact with consumers outside of the

O2YLI yeQa 26y ©8So0arAiSe L

0S02YS FIYATAINI gAGK @& 2dz

activities, so you can be prepared to suppa@pid
on-line marketingcampaigns, help protect your

O2YLI yeQa oN}YYR YR &l ¥S:

exposure to odine social networking threats.

We also touched upon the practice of delegating
user authentication to social networking sites. |
pointed out that some social networks are better at
guarding user accounts than others.
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those involve endusers of social networking sites
placing themselves, as well as their employers, at

; risk as the result of their social networking
End-users of social networks are at Activities.

risk, as are their employers.
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People are social creatures. We like to exchange
information and share experiences. In the world of
email, these tendencies often entail sending email

. . . . with attachments of documents and photographs,
Individuals click on links and get and also sharing links to sites we find useful or

their systems infected. exciting. Because email is allowed to go through
most network security perimeters, attackers send

emails to their victims, too, tricking them into
The infected system, if within an opening attachments and clicking on links that lead

enterprise, can grant the remote to malicious websites.

attacker access. In the world of orline social networking, people
share links... A lot. If you are following a friend on
Twitter, LinkedIn or Facebook, you are likely to click

on the link that your friend shares, because you
trust his taste and recommendations.

Unfortunately, your friend might inadvertently

share a link to a malicious website; alternatively, his
account might have been compromised and is
being used to spread malicious links.

If the user gets infected as the result of following a

link on a social networking site, the remote attacker
YAIKG 0SS ofS G2 3IFLAYy 02\
and use it for further attacks.
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An example of malware that propagated using
social networking sites Isoobface It spread by

My home video :) including links to malicious websites in Twitter and
http://tinyurl.com/I4bslp Facebook profiles. Once the potential victim clicked
) on the link, he or she was typically directed to a
g Qbe(;'[riaa"ed” Amazing Video http://snimka31082009.com/youtuby website that attempted to trick the person into

snimka31082009.com » installing malware. A common tactic involved
S presenting the user with a message that to view
the video, a Flash Player upgrade was required. Of
course, the executable the person was presented
was not FlasiPlayey but was malware

Koobface propagation Foradditional details about malware that
distributes links through social networking sites,
see:

http:// blog.zeltser.com/post/2794828444/maliciou
s-links-on-sociainetworkingsites

Copyright 2012011 Lenny Zeltser 28
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99% of people can't watch this video more than 25 seconds

wan Info Video Here!

SUK of people can't watch this video more than 25.. + Others

{975 o peopie cam wach s video more than 25— JE SRRSO

W) 99% of people Can't watch this video more than 25 seconds joned Facebook

> 4 |onrem O 0 & e

Copy the code below, paste it into your browser's address bar and
press enter to load this video..Plz wait 7-8 secs for processing!!!
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In another example of malware spreading through
Facebook, malwardared victims to click the link to

get themhooked. It themaskedthe person tocopy

and pasteJavaScript this action hijacked the
LISNE2Yy Qa CI OSo0221 aSaaaiz,
GKA& YIFEglINBE (G2 (GKS LISNAH:
http:// thompson.blog.avg.com/2010/07/remote
control-facebook.htm)

I 002 NRA Y 3 aie2taken ol pagevéhizhdz
automatically tells all your friends that you like the
app, and it posts that link to youdr (i I ( dza ®¢
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Individuals leak sensitive data
about themselves and their
employers on social networks.
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Another way in which users of social networking
sites put themselves and their organizations at risk
is by leaking sensitive data. This usually occurs
without the person realizing that they are engaging
in risky behavior, because an individual fact in itself
might not constitute sensitive data. However, taken
in aggregate, bits of information can be used for
malicious purposes.
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For example, LinkedIn automatically generates a
company profile based on the information provided
08 (KS O2YLI yeQa Odz2NNFBy i
. ‘ For instance, when a person joins a company, he
Data aggregated by LinkedIn is might update his LinkedIn profile to reflect the job

useful for social engineering. change. An attacker can see who is joining the
(F NBESGSR 2NBIyATFGAZY o8
LinkedIn profile. This can be useful information: in

NN S oy [ particular, new hires are prime targets for social
. Principal - Sales Management S y- 3 A y- S é NI y Is 0 é é I dz3 S l.,l K S ‘
— , Vice President - Global Business Development the neW Organlzatlon and are Very Open to neW

connections and experiences.

 Ckinctar ol Canlig Erasice For details about how LinkedIn can be used for
profiling companies, see

https://isc.sans.edu/diary.html?storyid=4213
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Scams on social networks have
been tricking people into
revealing information.

Copyright 2012011 Lenny Zeltser

Social networks are a fertile ground for scams that
trick people into revealing sensitive data. This is, in
part, because people tend to be in the open frame
of mind when socializing on these sites. This is also
partly the case because sharing information subtly
is encouraged in the context of social networking
sites, such as Facebook.
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Sevi Nicol » Friday afternoons: Find Out Who Has Been Viewing Your Facebook
Profile With Profile Spy!!! >>>> http://fbspys.info/

Find Out Who Has Been Viewing Your Facebook Profile With Profile
2 Spy' >>>> http://fbspys.info/

Htv:u"t-sb,s.‘nfo‘

LG

W | & nitp/ profilespyer.com -‘ 2 [ o,l X ”." Google

R-B-a@®

i Favorites | @ Follow steps to Activate Profile Spy!

facebook

] News Feed Top News - Most Recent @

facebook Profile Spyer

Sponsored

Track Your In

o Lie

v Page

A4
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Consider a scam that promises Facebook users to
find out who has been viewing their Facebook
profile. The implication is that the user can get
access to these details (that feed the narcissist in all
of us) by installing the Profile Spy application.

Thescam attempts to trick the victim into revealing
personal details, including a mobile phone number.
The malicious site shows a fake Facebook page in
the background, to make victims think they are

GAUOKAY GKS
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Step 1 Click on the Like button below:

) Like B3 Be the first of your friends to like this.

$

Step 2 Click on the Share button below:

[ f share RIFTS
®, Content Locked

You are ONE step away from unlocking the content
» To access this content, you must complete an

Step 3 Click HERE to Proceed

« Take the 1Q Quiz
« Play Airstrike Now
« Play Aqua Bubble
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Under the promise of providing the magical Profile

{ L LW AOFGA2Yy > GKS &aol-
that the user click the Like button. This helps

promote the Facebook page set up for the Profile

{ L LW AOFGA2Yy X 06SOI dza S
the page, the more legitimate it appears to future
victims.

The site also requests that the person click the
Share button. This shares the link to the Profile Spy
pS0aAGS ALK GKS GAOGAYQ:

Lastly, the person is asked to fill out some surveys
that ask for contact information and other details
to, presumably, sell that data to third parties.

The promise of the Profile Spy application is never
fulfilled, sorry.

For links to more perspectives on the Profile Spy
scam, see:

http:// blog.zeltser.com/post/1137736287/profde
spyscamson-facebook
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Bots and humans can chat with
users of social networking sites
to scam them.

¢é Matt: hi. whats up?
Rakesh: Hi Matt. Everything OK?
Matt: well,im really stuck here in london. i

had to visit a resort here in london and i got
robbed at the hotel im staying

29
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With low-cost labor available throughout the
world, scammers can employ humans for chatting
with victims on social networking siteghile

keeping their costs relativelpw.

Oneexample of this was documented Bakesh
Agrawal g K2 RSAaONAOSR (KS O
[ 2y R2Yy a0l Yé¢ GKFEG gl a 02
chat. The scammer used a compromised Facebook
account in an attempt to solicit emergency funds
FTNRY (KS ONi@excermEomTmélA Sy R«
transcript is on this slide.

¢KS a0l YYSNI gl & dzaAy3a al i
and, as far as | can tell, was a human being.

However, such interactions could have easily been
automated using a chat bot.

For additional detailsegarding this, see:
http:// blog.zeltser.com/post/2822651353/bots

chatting-on-sociathetworks
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Users of social networking sites are often to blame
for putting themselves at risk by clicking on links or
by sharing sensitive information. However, social
networking sites themselves have been known to
leak the data of their users.

——
These leaks can take the form of the social

networking site providing a feature that is
misunderstood by its users: for instance, the users
might not understand who has access to their
photos or status updates.

Social networks leak
participants’ data.

The leaks can also take the form of social
networking sites providing sensitive data to third
LI NI ASE gAGK2dzi GKS dza SNJ
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ART, P s
g9, U.S.Citizenship
%’Ut and Immigration
ey Services

e Narcissistic tendencies in many people fuels a
need to have a large group of “friends” link to
their pages and many of these people accept
cyber-friends that they don’t even know.

This provides an excellent vantage point for
FDNS to observe the daily life of beneficiaries
and petitioners who are suspected of
fraudulent activities.
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Numerous entities, both friendly and not, realize

how much information about individuals can be
harvested from social networks. For instance, a

memo issued by the U.S. Citizenship and

Immigration services, encouraged Fraud Detection
YR blaGAz2ylf {SOdz2NAGE& oC!
beneficiaries and petitioners on social networking
sites.

I OO2NRAY3 G2 GKS YSY2Z (Ot
an opportunity to reveal fraud by browsing these
sites to see if petitioners and beneficiaries are in a
valid relationship or are attempting to deceive
[United States Citizen and Immigration Services]
about their relationship. Once a user posts online,
they create a public record and timeline of their
activities. In essence, using MySpace and other like
arisSa Aa 1Ay G2 R2A-y3
GAAAGQ 2y | ©wara0O6 LISGALD

\

|
A

For details on this memo, see
http://www.eff.org/deeplinks/2010/10/applying
citizenshipu-s-citizenshipand
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Social networking sites might leak data when
interacting with other web applications. For

instance, some Facebook applications were found

to reveal to advertisers the user ID of the Facebook
user. The ID wassupposedly inadvertentty

LI 4 & SR fblsig_ usek SLIGNI YS TSN A\
dreferere  KSIF RSN 6C2NJ Y2NB R
http:// online.wsj.com/article/SB100014240527023
04772804575558484075236968.htarid

http:// www.freedomto-
tinker.com/blog/harlanyu/faceboolappsleaking
useridentities)

MySpace was discovered to have a similar data
leak. (See

http:// online.wsj.com/article/SB100014240527023
03738504575568460409331560.h)ml

~

YY286AYy3 (0KS a20Alf psitB i o 2|
aAGS Oly t221 dzLJ GKIF G dza!
YIe AyOfdzRS GKS LISNER2YQa
detalls.
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