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Malicious software is an integral and dangerous
component of many breaches, targeting end
users and organizations via web browsers, email
attachments, mobile devices, and other vectors.
Modern malware is written to bypass perimeter
defenses, evade detection, and resist efforts to
disable it.

In this briefing, Lenny Zeltser surveys key
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by recent bots, trojans, and malicious scripts. In
this context, he discusses methods for fighting
malware that stand a chance of being effective,
offering his perspective on practical defensive
measures.



Malicious software has played a significant role in

data breaches that have occurred over the past

year. Exploits and other higlech and lowtech

tactics allow intruders to plant malware on the

Malicious software has been GAOGAYEAQ 62Ny adldrazya vy
. malware components collect sensitive information,

a kev component of major misdirect user activities, exfiltrate data, obtain

data breaches. instructions from remote attackers, use the
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so on and so forth.
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Though eneusers and IT staff alike have been

agreeing that malware is a significant problem,

malicious software continues to thrive in the

Internet ecosystem.

Though people have been agreeing

that malware is a problem... There are many reasons for this. Certalnly, as we
place added importance on Internet infrastructure

for lifestyle, government, and commercial

Malware still thrives in the Internet transactions, the infrastructure becomes a more
attractive target for criminals. This increases the
ecosystem. amount and intensity of malware threats that are

launched against us.

Another reason for our apparent inability to

eliminate, or possibly even to curtail malware

threats, may be the weakness of the defenses we
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either using the wrong tools, or we may be using

the right tools incorrectly.
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When thinking about how to improve our malware
defenses, | decided to survey malware specimens

Infection Vectors and attacks that have surfaced over the last year.
+ My hope was to derive realistic defensive steps
o based on the actual (not theoretical) threats that
Characteristics have appeared recently.
+

. . To derive a list of 10 defensive recommendations
Financial Aspects that stand a chance of being effective, | looked at
= recent infection vectors, characteristics of modern
Defenses malicipus sof_tware, and the financial aspects
associated with the use of malware. These are the
topics | explore in this brief.

| do this by surveying malware incidents that have
crossed my desk, as well as examining publicly
documented discussions and analysis. Where
applicable, | provide references to my sources of
information or screenshots, so you can explore
them for additional details.
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Infection Vectors
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infection vectors.
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Many of the attacks that have targeted
workstations made use of compromised websites.
In these cases, the attackers compromised
websites not necessarily because they cared about
Compromised sites are the data processed by these sites, but because

. o : they wanted to use the sites as a staging ground
used forcllent'5|de.epr0|ts FANJ OF NESGAYZ GKS AAGS5A0
and social engineering.

This observation is consistent with the findings
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http://www.mcafee.com/us/local content/reports
/6623rpt avert threat 0709.pdf
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Client Exploit
or Social
Engineering
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Attacks on workstations have frequently occurred
in the following manner:

1.

First, attackers compromised a website, often

by exploiting applicatiotevel vulnerabilities

using techniques such as SQL injection.
¢CKSYS FaGdrO1SNE Y2RATA
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directly, or to redirect their browsers to

another site that would perform the client

side attack.

bSEGE FGaGFO1TSNE GF NBSG:
by either attempting to exploit a vulnerability
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workstation, or by trying to trick (social

engineer) the person into installing malicious
software.



Plenty of workstations
compromised via boring
non-zero day vulnerabilities.
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When attempting to exploit vulnerabilities in the
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the software typically involved in web interactions.
This included not only web browsers, such as
Internet Explorer and Firefox, but also browser
add-ons, such as Adobe Acrobat Reader and
Macromedia Flash Player.

We often start to panic when we hear about zero

day vulnerabilities being exploited on the Internet.

In this case, we have no software patches to

address the vulnerability. | agree that this is a
worrisome situation. However, the vast number of
SELX 2A0a L KIF@ZS 20aSNBSR
vulnerabilities for which patches existed. Maybe

we should start by making sure regular, rzero-

day patches are installed, before we stress about
conditions that are more difficult to control.



We touched upon one infection vector: website
visitors being targeted by clierside exploits.
Another popular infection vector involved the use
of compromised websites to trick (social engineer)
people. For instance, the attacker may use a

Waledac localized its message.

REUTERS compromised site to host a phishing form, or to
host a message that attempts to convince the
Powerful explosion burst in New York this morning. individual to install trojan software.
At least 12 people have been killed and more than 40 wounded in a
bomb blast near market in New York. Authorities suggested that As one example where malware employed social
explosion was caused by "dirty" bomb. Police said the bomb was engineering during propagation, consider a variant

of the Waledac worm. The worm directed its

potential victims to a website that showed a news
excerpt about a supposed explosion. The message
was localized based on where the user was
connecting from. For instance, visitors from New
U2N) ¢62dAZ R aSS | vySaal 3s
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asked to download a video player for the full story.
Personalization of the message increased the
likelihood of the person downloading the trojan

player in an attempt to see the video.

http://securitylabs.websense.com/content/Alerts/
3321.aspx
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Conficker popularized USB key
auto-run infection (autorun.inf).
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effective in the last year: malware that spread via
auto-run capabilities of removable USB media. This
infection strategy was popularized by versions of

the Conficker worm.

Conficker set up the autorun.inf file on infected
USB keys so that the worm would run when the
victim inserted the USB key into a computer,
thereby infecting the PC.
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The autorun.inf file that Conficker created on the
USB key was carefully crafted to confuse the user
once the key was inserted into the computer.
When the victim inserted the USB key, Windows
typically brought up the AutoPlay dialog box,
asking the person what to do next.

Normally, the AutoPlay action box presents the

user with options to run the program on the USB
15 2NJ 2 ONBGASNI GKS | {
autorun.inf file that Conficker created manipulated
the options presented to the user, so that the

option to run the program looked like the option to
ONRgAaS (GKS RNAGSQa 02y dS
click on the first option to browse the files, not
realizing the he or she is actually launching a
program. As a result, the user inadvertently
launched the Conficker worm from the USB key
and infected the PC.

http://isc.sans.org/diary.html?storyid=5695

11



